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This report applies the U.S. government’s Natidnsiitute of Standards (NIST) NIST Software Write
Blocker Test Suite V1.2 [1] to SAFE Block Win7 V12], a software write blocker prototyped at the
University of Rhode Island and marketed by Fore®wsit; Inc. The results demonstrate that SAFE Block
Win7 V1.0 meets all NIST base requirements, antlEBIT mandatory and optional test assertions. To
facilitate comparison, this report generally follothe format of the NIST report “ACES Software \&rit
Block Tool Test Report: Writeblocker Windows XP gem 6.10.0” January 2008 [3]. However, this is not
a NIST report and should in no way be construedI&F -conducted tests, or NIST-approved results.
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SAFE Block Win7 V1.0 shall not allow a protected dive to be changed.
SAFE Block Win7 Version 1.0 blocked all test commgifrom the protected categories that were sent to
protected drives, and there were no changes tprtitected drives.

SAFE Block Win7 V1.0 shall not prevent obtaining ag information from or about any drive.
SAFE Block Win7 Version 1.0 did not prevent obtaminformation from or about any drive.

SAFE Block Win7 V1.0 shall not prevent any operatios to a drive that is not protected.
SAFE Block Win7 Version 1.0 did not alter or blamky test commands sent to unprotected drives.
Thus, SAFE Block Win7 V1.0 meets all base requinetfie
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This section explains two deviations, or appareniations, from expected behavior in our test tssul
One is a deviation from NIST’s specified behawvighjch is documented as a design decision in the
SAFE Block Win7 V1.0 tool. The second explains waiafirst appears to be a strange MD5 hash result
on unprotected disks, but is actually correct.

% " & #3$ "
The NIST test specification expects all commandmfits “Other” category to be allowed (see test
assertion SWB—-AO-05 in [3]; which is also summatizeSection 5.2 below). SAFE Block Win7
Version 1.0 does this, except that it blocks thelWIR ATTRIBUTE “Other” command. The SAFE
Block Win7 Version 1.0 documentation explains titeg command could possibly alter the data of a
disk so in its default conservative mode, usedmdyitine test as specified in Appendix B, SAFE Block
Win7 Version 1.0 blocks the command. We refer te #is Variation 1 when analyzing test results in
Section 8.

In some tests the MD5 hash value before and afteita test to an unprotected disk can be the same,
which at first glance is unexpected. This behaw@r be found in the NIST report pages 101 and 3p5 |

This is actually correct behavior for these reasons

- The NIST Software Write Blocker Test Suite V1.2d¢ahe issuing of write commands with a
control structure that specifies zero bytes toeyand does not actually pass the command through.
This is sufficient for the NIST Software Write Blaer Test Suite V1.2 because the test suite
intercepts write commands to determine if they plasdlocking tool. However, the testing
software will not actually ever write any data he disk.
In NIST’s original report [3], hash values changedall NTFS disks, but did not change on FAT32
disks (see pages 101 and 105 of [3]). This is duke fact that NFTS itself writes a log file te it
disks, FAT32 does not. Since, as stated above, [Si8tware Write Blocker Test Suite V1.2 itself
does not write to the disks, the changes in thadgam the NIST test are a result of the NTFS log
being written while the testing software executed.
We verified that the hash value to unprotected N@is&s does change using the NIST Software
Write Blocker Test Suite V1.2 with SAFE Block WiVA..0 installed, and does not change for
FAT32 disks.

Neither of these seemingly unexpected behaviors@reerns for SAFE Block Win7 V1.0’s ability to
protect and unprotect disks.
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SAFE Block Win7 Version 1.0 consists of a disk drlevel device driver with a GUI and system tray
application. This is similar to the NTWBPM drivesad by WriteBlocker XP that NIST tested in [3], wini
makes the NIST testing software that tested thaWBPM driver applicable to SAFE Block Win7 Version
1.0 evaluation, for the reasons NIST puts fort[Bin

*

The test cases are the 30 tests used in the N[®t{&], most of which are implemented in NIST
Software Write Blocker Test Suite V1.2 [1].
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This section evaluates SAFE Block Win7 V1.0 usimgNIST test assertions [3]. The meaning of thie tes
assertions is that described in Section 7 of tH&INEeport [3].

+ . -

If a drive is unprotected then SAFE Block Win7 V1.0shall not block any command.
SAFE Block Win7 Version 1.0 did not alter or blogky test commands sent to unprotected drives.

If a drive is protected and a command from the REM® category is issued then SAFE Block Win7
V1.0 shall not block the command.
SAFE Block Win7 Version 1.0 did not block or alay test command from the READ category sent ttepted drive.

If a drive is protected and a command from the WRTE category is issued then SAFE Block Win7
V1.0 shall block the command.
SAFE Block Win7 Version 1.0 blocked all of the &t commands from the WRITE category issued tceptet! drives.

If a drive is protected and a command from the VENDOR_SPECIFIC category is issued then
SAFE Block Win7 V1.0 shall block the command.
SAFE Block Win7 Version 1.0 blocked all of the &3t commands from the VENDOR_SPECIFIC categoryeisso
protected drives.

If a drive is protected and a command from the UNIEFINED category is issued then SAFE Block
Win7 V1.0 shall block the command.
SAFE Block Win7 Version 1.0 blocked all of the dfet53 test commands from the UNDEFINED categoryedsto
protected drives.

If a drive is protected and a command from the OTHER category is issued then SAFE Block Win7
V1.0 shall not block the command.
SAFE Block Win7 Version 1.0 blocked one test comdiiam the OTHER category sent to a protected degeexplained
in Section 2.1 above.

If SAFE Block Win7 Version 1.0 is executed then SPE Block Win7 V1.0 shall issue a message
indicating SAFE Block Win7 Version 1.0 is active.
This is not applicable to the driver, which runsitboually from the point of reboot after instaltatito the point of reboot
after de-installation. The GUI application beingheeis indicated by a tray icon. A pop-up messagm the tray indicates
when SAFE Block blocks and unblocks devices, inclgéutomatic blocking specified as default behavio

If SAFE Block Win7 V1.0 is executed then SAFE BldcWin7 V1.0 shall issue a message indicating
all drives accessible by the covered interfaces.
The SAFE Block GUI application displays a tree bthannels and devices accessible by the covetedaces.

If SAFE Block Win7 V1.0 is executed then SAFE BldcWin7 V1.0 shall issue a message indicating
the protection status of each drive connected to@vered interface.
The SAFE Block GUI application displays the proietstatus of all devices connected to coveredfates.

If a drive is protected and a command from the BASC operation category is issued then the
command shall fail with an error status and the drive shall not be altered in any way.

" # SAFE Block Win7 V1.0 meets all NIST mandatory assas.
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$ If a subset ofall covered drives is specified for protection, the commands from the write
category shall be blocked for drives in the seledaesubset.
SAFE Block Win7 Version 1.0 blocked all of the &t commands from the WRITE category issued taeptet drives.
$ If a subset of all drives is specified for proteédn, then commands from the
VENDOR_SPECIFIC category shall be blocked for drive in the selected set.
SAFE Block Win7 Version 1.0 blocked all of the &3t commands from the VENDOR_SPECIFIC categoryeidso
protected drives.

$ If a subset of covered drives is selected for prettion, then commands from the UNDEFINED
category shall be blocked for drives in the seledfeset.
SAFE Block Win7 Version 1.0 blocked all of the %5t commands from the UNDEFINED category sent tiegted
drives.

$ If a subset of covered drives is selected for prettion, then commands from the READ category
shall be not blocked for drives in the selected set
SAFE Block Win7 Version 1.0 did not block any tesmmands from the READ category sent to the drives.

$ If a subset of covered drives is selected for prettion, then commands from the OTHER category
shall be not blocked for drives in the selected set
SAFE Block Win7 Version 1.0 blocked one of the testmmands from the OTHER category sent to the drias
described in Section 2.1.

$ If a subset of covered drives is selected for prettion, then no commands from any category shall
be blocked for drives not in the selected set.
SAFE Block Win7 Version 1.0 did not block any commda sent to unprotected drives.

$ If SAFE Block Win7 V1.0 is active and SAFE Block Vih7 V1.0 is deactivated then no commands to
any drive shall be blocked.
No commands to any drive were blocked after SAFERCBWin7 Version 1.0 was de-installed.

$ If SAFE Block Win7 V1.0 blocks a command then SAFBBlock Win7 V1.0 shall issue either an
audio or visual signal.
SAFE Block Win7 Version 1.0 does not issue its asignal. However, in most instances Windows itselfedts the
blocking and issues an informational dialog box tha drive is write-protected.

" # SAFE Block Win7 V1.0 meets all NIST optional assers, with a caveat on
SWB-AO-05 (explained in Section 2.1).

Ty x4, ), - - m e 8(/012 $ &&



| "# $ I "4 % &'(

/ !

All tests were run at the University Of Rhode Isldbepartment Of Computer Science. The test computer
consisted of:
Model: Hewlett-Packard Pavilion p6116f

CPU: AMD Athlon X2 (K) 7550 (95W)Socket 771 LGA; 2.5 GHz; 1066 FSB; 4MB L2 Cache]

RAM : Kingston 8 GB [DDR2 2 GBx4; PC2-6400]

Motherboard: Pegatron M2N78-LA [HP/Compaq Name: Violet-GL8EYiNia GeForce 9100 Chipset]
4 SATA slots

BIOS: HP Inc. Standard 06/09/09

Hard Drive(s): Seagate Barracuda ST380815AS [7200.10 RPM; 160 GB

Operating System:Microsoft Windows® Windows 7

PCI(x1) Card: Startech PEX2IDE 1-Port PATA Adapter

SAS(x1) Card: Promise TX4680 4-Port SAS/SATA Adapter

16 = ) @ ! '%
Model Interface Useable Size
Sectors
Maxtor DiamondMax PATA 999424 500 MB
Seagate Barracuda SATA 313524224 80 G
Toshiba MBA3073RC SAS 274333696 735G
PNY Attache Thumb Drive USB 1943552 1GB

Note that when used “MB” is correct — these arellsdneves to facilitate fast hashing.

The testing was performed usiNgST Software Write Blocker Test Suite \{1]2nstalled on the test
machine as per installation instructions includefl] with the modifications described in Appendix A
screenshot of the busTRACE Filter Driver Load Ondk0.009 tool [5] showing the NIST filters instdl

properly can be seen below. Hashes were computeg AscessData FTK Imager 2.9.0 [4].
Figure 1: Driver Order showing NIST test driversl&AFE Block Win7 V1.0
|

4 Filter Driver Load Order C=ale

Filter Driver Load Order hitt:A/wwo busiace com - 1.0.003 |

Disk Drives
-3 Promise 1+0JBOD SC51 Disk Dev
: =9 ST316081 345 SC5I Disk Device
B hator 8640005 ATA Devicel

12} CD/DYD Devices

Filter Position Filter Driver / Object | =

Parthdgr
Pitcher =
SafeRlock

+ Upper Class Filter
4 Upper Class Filter
+ Upper Class Filter
+ Upper Class Filter  Catcher

= Device Object Maxtor 8648006 ATA Device
+ Lower Filter Drivers Mo Lower Filter Drivers specified for this device

Wersion Infarmation
Drriver Mame:
File Location:
File Description:
File Version:
Product Name:
Product Version:

Company Mame:

= Copyright:

© 2000-2007 bus TRACE Technalogies LLC, Al rights reserved.

Clipboard | [ About J { Exit
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| "# $ I "4 % &'(

0

Each of the test results in the following sectibaw the disk configuration active on the test maehising
the Windows Computer Management interface. Itliefeed by a screen shot of the SAFE Block Win7
Version 1.0 interface with the blocked/unblockeskdionfiguration for the test. The use of a locaiover
the drive icon in the device tree on the left ia 8AFE Block Win7 Version 1.0 GUI indicates thag th
drive is protected (blocked), a non-lock icon iradés that the disk is unprotected (not blocked).
The test results are shown by summary text displayethe NIST Software Write Blocker Test Suite
V1.2, the general format and meaning of which llyfdescribed in the NIST report [3]. A sample bét
full report can be found in Appendix A. The keyraknts of the display are:
Line 7 which shows the pattern of blocked disks tha test software expects. In this display:
0 U = Unprotected (unblocked) disk
0 P = Protected (blocked) disk

For instance:
o U =only the first disk of the disks described gc8on 6 is sent commands and it is
expected to be unblocked.
o0 PU =the first two disks of the disks describe&éction 6 are sent commands and it is
expected that disk 1 is protected and disk 2 isatepted.
0 UUP =the first three disks of the disks descrile8ection 6 are sent commands and it is
expected that disks 1 and 2 are unprotected akdBdssprotected.
The summary which shows how many of each type wiaand got through the SAFE Block Win7
Version 1.0 tool.

Each test also contains before and after MD5 hakles of all disks involved in the test. The MD5Slha
serves as digital signature of the bits on the.diske MD5 hash value changes, the disk was @vrito. If
the MD5 hash value remains the same, then it isrgdly accepted that the disk was not written te. Miw
provide a subsection for each of the 30 NIST sa#weaite blocker tests. Each subsection is patteatfier
similar subsections in Section 9 of the NIST report

Y* o+, ), - . - nononp o g(/012 $ &0
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This test case’s primary purpose is to test SAFEcBMWin7 V1.0’s compliance with SWB-AM-01. It
issues all possible I/O commands to a single ueptet disk drive.

2 =9 )

Volume [ Layout [ Type [ File System [ status [c|
& () Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 7:
CaPATA () Simple Basic NTFS Healthy (Primary Partition] I8
s System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 1

o il ]

CDisk 0 | I I

Basic [system Rest | 1y |

149.05 GB 100 MB NTF¢ | (7314 GB NTFS ~ 1 |7581 6B

Online Healthy (Syst | Healthy (Boot, Page File, Crash Dun | Unallocated

CDisk 1 | ’ SyStem DISk

Basic PATA (D2 [

73 MB 73 MB NTFS " UnblOCkEd PATA D|Sk
Online Healthy (Primary Partition)

W Unallocated Wl Primary partition

2 0=9" 12*" 39 (
P SAFE Block Win7 by ForensicSoft = =

| -l SEAN-PC
E{Q Standard Dual Channel PCIHIDE Caontraller
. =+ IDE Channel
: -4 M aztor 8648006 ATA Device[0:0:0)[EEEI7373]
E{Q MDA nForce Seral ATA Controller
-8 ST316081 345 SCSI Disk Device(0:0:0)57BADADC]

‘ = ' :: f _\_:_:“ F*f. I ii i
Help Block: Unblack S-etup E it

16 =9" )5B /-

Before PATA Disk 8a59a5b51f735541201e58519829352¢

After PATA Disk 425e344e0037a971f7a2d6c66f6f0708
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16 0= 9" 9 " 31 - & %% 7

Testing device \\.\PhysicalDrivel

Device is software WRITE ENABLED

Fhkkkkkkkkhkhkkkkkkkk TEST RESULTS SUMMARY *hkkkkkkkkk *kkkkkk

Test Category Allowed Blocked Total

Read IRP's ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ......cc....... 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53

SWB-01 Test result analysis
SAFE Block Win7 Version 1.0 performed correctlyll-@mmands were issued and all were allowed on

the unblocked disk.
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This test case tests SAFE Block Win7 V1.0's comml&with SWB-AM-02. It issues all possible READ

commands to a single protected disk drive. The eepleresult is that SAFE Block Win7 V1.0 will not
block any READ command issued by the test appbaoati

2 4=9" )

Volume | Layout | Type [ File System [ Status [c
& (C) Simple Basic NTFS Healthy (Bact, Page File, Crash Dump, Primary Partition] 7-
s PATA (D) Simple Basic NTFS Healthy (Primary Partition) A
5 System Reserved Simple Basic  NTFS Healthy (System, Active, Primary Partition) 1

< e

C4Disk 0 e |

Basic System Ress || (C) -/

149.05 GB 100 MB NTF¢ [[73.14 GB NTFS 70/ 7

Online | Heathy (Syst | Heslthy (Baot, Page File, Crash Dun

CaDisk 1 ._ ) SyStem DISk

Basic PATA (D:) i
73ME |73 Me TS . Blocked PATA Disk
Read Only Healthy (Primary Partition)

W Unallocated [l Primary partition

2 5=9" 12*" 39 (
[EW SAFE Block Win7 by ForensicSoft =l 8

| EI-Jg8 SEAN-PC
EHQ Standard Dual Channel PCLIDE Contraller
E{Q IDE Channel
: B Mastor 8648006 ATA Device(0:0:0)[BEGI7373]
EHQ MYIDIA nForce Serial ATA Controller
[F-<5e STI1E081 345 SCSI Disk Device[0:0:0[57BADADC]

(7] e B 2B

Help Block Unblock e Ei

16 4= 9" )5B /-

Before PATA Disk 7faa386805dcd5740a6a9daa23865c81

After PATA Disk 7faa386805dcd5740a6a9daa23865c81
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16 5=9* I ;, 9 " 31!

; - & %% 7

Testing device \\.\PhysicalDrivel

Device is software WRITE PROTECTED

Fhkkkkkkkkhkhkkkkkkkk TEST RESULTS SUMMARY *hkkkkkkkkk *kkkkkk

Test Category Allowed Blocked Total

Read IRP's ................. 4 0 4
Write IRP's ... 0 0 0
Other IRP's ......cc....... 0 0 0
Read CDB's 27 0 27
Write CDB's 0 0 0
Other CDB's 0 0 0
Vendor SPecific CDB's ...... 0 0 0
Undefined CDB's............. 0 0 0

SWB-02 Test result analysis

SAFE Block Win7 Version 1.0 performed correctlyrlyp READ commands were issued and all were
allowed on the blocked disk.
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1( 2 34(
This test case tests SAFE Block Win7 V1.0’'s comm&with SWB-AM-03. It issues all possible

commands from the WRITE category to a single ptetkdisk drive. The expected result of this tettad
SAFE Block Win7 V1.0 will block all commands issuley the test application.

2 8=9"0)

Volume | Layout | Type [ File System [ Status [c
& (C) Simple Basic NTFS Healthy (Bact, Page File, Crash Dump, Primary Partition] 7-
s PATA (D) Simple Basic NTFS Healthy (Primary Partition) A
5 System Reserved Simple Basic  NTFS Healthy (System, Active, Primary Partition) 1

< e

C4Disk 0 e |

Basic System Ress || (C) -/

149.05 GB 100 MB NTF¢ [[73.14 GB NTFS 70/ 7

Online | Heathy (Syst | Heslthy (Baot, Page File, Crash Dun

CaDisk 1 ._ ) SyStem DISk

Basic PATA (D:) i
73ME |73 Me TS . Blocked PATA Disk
Read Only Healthy (Primary Partition)

W Unallocated [l Primary partition

2 (=9"012*" 39 (
[EW SAFE Block Win7 by ForensicSoft =l 8

| EI-Jg8 SEAN-PC
EHQ Standard Dual Channel PCLIDE Contraller
E{Q IDE Channel
: B Mastor 8648006 ATA Device(0:0:0)[BEGI7373]
EHQ MYIDIA nForce Serial ATA Controller
[F-<5e STI1E081 345 SCSI Disk Device[0:0:0[57BADADC]

(7] e B 2B

Help Block Unblock e Ei

16 8=9"0)5B /-

Before PATA Disk 7faa386805dcd5740a6a9daa23865c81

After PATA Disk 7faa386805dcd5740a6a9daa23865c81
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6 =9"0 ! ; 9 " 31! - & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
kkkkkkkkkkhkhkkkhkk TEST RESULTS SUMMARY Kkkkkkkkkkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP's 0 0 0
Write IRP's ... 0 8 8
Other IRP's ........c....... 0 0 0
Read CDB's 0 0 0
Write CDB's 0 34 34
Other CDB's 0 0 0
Vendor SPecific CDB's ...... 0 0 0
Undefined CDB's............. 0 0 0

SWB-03 Test result analysis

SAFE Block Win7 Version 1.0 performed correctly riyoWRITE commands were issued and all were
blocked on the blocked disk.
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1* 2 34*
This test case tests SAFE Block Win7 V1.0’'s comm&with SWB-AM-04. It issues all possible

commands from the VENDOR_SPECIFIC command setsiogle protected disk drive. It uses the same

hard drive setup as SWB-03. The expected restiti®test is that SAFE Block Win7 V1.0 will block a
commands issued by the test application.

—_ o
2 =9 4)

Volume [ Layout [ Type [ File System [ status [c
@ (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 73
s PATA (D) Simple Basic NTFS Healthy (Primary Partition) s
s System Reserved Simple Basic  NTFS Healthy (System, Active, Primary Partition) 1

] n b

Disk 0 I [ A
|System Rest | (C)

Basic 3
149,05 GB 1100 MB NTF¢ |/ 73.14 GE NTF: | |738168
Online |Healthy (Syst |‘Healthy (Boct, Page File, Crash Dun| | Unallocated

CiDisk 1 — ....................... I . System D|Sk
pe s ] - Blocked PATA Disk
ead Onl: | Healthy (Primary Partition,

B Unallocated [l Primary partition

2 =9"412*" 39
“ SAFE Block Win7 by ForensicSoft = 2
| B0 SEAN-FT

E{Q Standard Dual Channel PCIHIDE Caontraller

EHQ |DE Channel
: - Mastor 8642006 ATA Device[0:0:0)[EEEI7373]
E{Q MYIDIA nFarce Seral ATA Contraller

-2 ST316081 345 SCS| Disk Device(0:0:0)57BADADC]

(7 S ” ©

Help Block Unblock Setup it

16 =9"4)5B /-
Before PATA Disk 7faa386805dcd5740a6a9daa23865c81

After PATA Disk 7faa386805dcd5740a6a9daa23865c81

yx o+ ) - - nononp o g(/012 $ 1(
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16 =9"4 1 ;, 9 " 31!

; - & %% 7

Testing device \\.\PhysicalDrivel

Device is software WRITE PROTECTED

kkkkkkkkkkhkhkkkhkk TEST RESULTS SUMMARY Kkkkkkkkkkk *kkkkkk

Test Category Allowed Blocked Total

Read IRP's 0 0 0
Write IRP's ... 0 0 0
Other IRP's ........c....... 0 0 0
Read CDB's 0 0 0
Write CDB's 0 0 0
Other CDB's 0 0 0
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 0 0

SWB-04 Test result analysis

SAFE Block Win7 Version 1.0 performed correctlynlpVENDOR SPECIFIC commands were issued
and all were blocked on the blocked disk.
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This test case tests SAFE Block Win7 V1.0’'s comm&with SWB-AM-05. It issues all possible
commands from the UNDEFINED command set to a sipgiected disk drive. It uses the same hard

drive setup as SWB-04. The expected result oftésisis that SAFE Block Win7 V1.0 will block all
commands issued by the test application.

2 =9"5)

Volume [ Layout [ Type [ File System [ status [c
@ (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 73
s PATA (D) Simple Basic NTFS Healthy (Primary Partition) s
s System Reserved Simple Basic  NTFS Healthy (System, Active, Primary Partition) 1

] n b

CDisk 0 I [ A
Basic [System Rest | () |

149.05 GB 1100 MB NTF¢ |/ 73.14 GE NTF: 7 |7581 6B
Online |Healthy (Sys! | Healthy (Boot, Page File, Crash Dun| | Unallocated

CiDisk 1 — ....................... I . System D|Sk
pe s ] - Blocked PATA Disk
ead Onl: | Healthy (Primary Partition,

B Unallocated [l Primary partition

2 =95 12" 39
“ SAFE Block Win7 by ForensicSoft = 2
| B0 SEAN-FT

E{Q Standard Dual Channel PCIHIDE Caontraller

EHQ |DE Channel
: - Mastor 8642006 ATA Device[0:0:0)[EEEI7373]
E{Q MYIDIA nFarce Seral ATA Contraller

-2 ST316081 345 SCS| Disk Device(0:0:0)57BADADC]

(7 S ” ©

Help Block Unblock Setup it

16 =9"5)5B /-

Before PATA Disk 7faa386805dcd5740a6a9daa23865c81

After PATA Disk 7faa386805dcd5740a6a9daa23865c81

)* o+ ), - - "ttt - &(/012 $ 11
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Testing device \\.\PhysicalDrivel

Device is software WRITE PROTECTED

*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk

Test Category Allowed Blocked Total

Read IRP's 0 0 0
Write IRP's ... 0 0 0
Other IRP's ........c....... 0 0 0
Read CDB's 0 0 0
Write CDB's 0 0 0
Other CDB's 0 0 0
Vendor SPecific CDB's ...... 0 0 0
Undefined CDB's............. 0 53 53

SWB-05 Test result analysis
SAFE Block Win7 Version 1.0 performed correctlyrlpUNDEFINED commands were issued and all
were blocked on the blocked disk.
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1/ 234/

This test case tests SAFE Block Win7 V1.0’'s comm&with SWB-AM-06. It issues all possible
commands from the OTHER command set to a singlkegied disk drive. It uses the same hard drivepsetu

as SWB-05. The expected result of this test is$AdtE Block Win7 V1.0 will allow all commands isslie
by the test application.

2 =9"8)

Volume [ Layout [ Type [ File System [ status [c
@ (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 73
s PATA (D) Simple Basic NTFS Healthy (Primary Partition) s
s System Reserved Simple Basic  NTFS Healthy (System, Active, Primary Partition) 1

] n b

CDisk 0 I [ A

Basic | System Resi | (C) - g

149.05 GB 1100 MB NTF$ [/73.14 GB NTF -1 |75.81 GB

Online | Heatthy (Sys! |{Healthy (Boot, Page File, Crash Dun | Unallocated

| - System Disk

Basic |PATA (D:) i
7318 |73 Me TS - Blocked PATA Disk
Read Only |Heatthy (Primary Parttion)

B Unallocated [l Primary partition

2 0=9"812*" 39 (
“ SAFE Block Win7 by ForensicSoft = 2

| -l SEAN-PC
E{Q Standard Dual Channel PCIHIDE Caontraller
EHQ |DE Channel
: - Mastor 8642006 ATA Device[0:0:0)[EEEI7373]
E{Q MYIDIA nFarce Seral ATA Contraller
-2 ST316081 345 SCS| Disk Device(0:0:0)57BADADC]

(7 S ” ©

Help Block Unblock Setup it

16 =9"8)5B /-
Before PATA Disk 7faa386805dcd5740a6a9daa23865c81
After PATA Disk 7faa386805dcd5740a6a9daa23865c81

) o+ ), - - mote o &(/012 $ 13
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16 0=9"8 ! ; 9 " 3!

- & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
kkkkkkkkkkhkhkkkhkk TEST RESULTS SUMMARY Kkkkkkkkkkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 0 0 0
Write IRP's ............... 0 0 0
Other IRP's ........c....... 15 0 15
Read CDB's 0 0 0
Write CDB's 0 0 0
Other CDB's 61 1 62
Vendor SPecific CDB's ...... 0 0 0
Undefined CDB's............. 0 0 0

SWB-06 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedlt@sthis test — Variation 1 described in Sectibh.
Note that this is conservative write blocking, whis considered good practice in digital forensics.
Otherwise, SAFE Block Win7 V1.0 allowed all OTHEBnemands issued by the test application.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to ak#iree drives protected with the pattern PUUe Th
expected result of this test is SAFE Block Win7 O/ill:
Block all commands from the WRITE, VENDOR_SPECIF#d UNDEFINED categories issued
to protected drives
Pass all commands from the READ and OTHER categiss&ied to protected drives
Pass all commands from all categories issued tooteqied drives

2 4=9"()

Volume [ Layout[ Type [ File System [ Status | Capacity [ Free space | % Fi¢
E1E Simple Basic  NTFS Healthy (Boot, Page File, Crazh Dump, Primary Partition) 7314 GB 38.06GB  19%
s PATA (F) Simple Basic  NTFS Healthy (Primary Partition) BMB GIMB  84%
585 () Simple Basic  NTFS Healthy (Primary Partition) 6836GB 632768 1003

u SATA (D) Simple Basic  NTFS eal rimal on) 7453GB 7444GB 1003
s System Reserved  Simple  Basic NTFS Healthy (System, Active, Primary Partition) 100MB 72 MB 2%

| m b

Copico | [
Basi

asic System Reserve || (C)
142.05 GB 100 MB NTFS 7314 GB NTFS 7581 GB
Online Healthy (System, || Healthy (Boot, Page Fie, Crash Dump, Primary || Unallocated

- System Disk
| . . Blocked SATA Drive
Coar - Unblocked SAS Drive
L . ©__Unblocked PATA Disk

EaDisk 1
Basi

]

CEDisk 3 E——]
Basic PATA (F)

73 MB 73 MB NTFS

Online Healthy (Primary Partitior))

M Unaliocated Ml Primary partition

2 5=9"(12*" 39 (
D ser sock winT by o N

| =48 SEAN-PC
EI{Q Standard Dual Channel PCIDE Contraller
E{Q IDE Channel
: [ M antor B548006 ATA Device0:0:0)[BERI7373)
EI & Promize FastTrak Tx4650 Controller
| [ Promise 1400800 SCS| Disk Devicell:6:0][F 248E 876]
EHQ MDA nForce Serial ATA Contraller
<%= STIE0H 345 SC5I Disk Device[0:0:0][57BANADC]
H- ., 5T380815 A5 5C5I Disk Device[1:1:0][4170C344]

@ : = » 0

Help Block Hrblock e Esit
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16 4= 9" ()5B /-

Before SATA (Disk 1)| 83cad49376689a38d63b8675e5f8d264

After SATA (Disk 1) | 83cad49376689a38d63b8675e5f8d264

Before SAS (Disk 2) | 6aee27eb7896a55dcd8fa4a844653c31

After SAS (Disk 2) 9ef75918e6653363c5d41e685c3eebb8

Before PATA (Disk 3)| cf09438a7eaclalbclb46fabe818396f

After PATA (Disk 3) | 2495d0a5e08fcef6ff4c846f9c30al52

)* o+, ), - - momonp L g(/012 $ 1%
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16 5=9" (! ; 9 " 3! - & %% 7
Testing device \\.\PhysicalDrivel

Device is software WRITE PROTECTED
Kkkkkkkkkkkkkkkkhkk TEST RESULTS SUMMARY kkkkkkkkkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's 0 8 8
Other IRP's ........c....... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 0 34 34
Other CDB's .......c.coe... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Khkkkkkkkkhkhkkkkkkkk TEST RESULTS SUMMARY *hkkkkkkkkk *kkkkhkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ............... 8 0 8
Other IRP's ........c....... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 34 0 34
Other CDB's .........c...... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkkkkkk TEST RESULTS SUMMARY *hkkkkkkkkk *kkkkhkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 34 0 34
Other CDB's .........c...... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53

SWB-07 Test result analysis
SAFE Block Win7 Version 1.0 had one unexpectedlt@sthis test — Variation 1 described in Sectibh.
Note that this is conservative write blocking, whis considered good practice in digital forensics.

Otherwise, all write commands were blocked to tleegeted disk and no commands were blocked on the
unblocked disks.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to ak#iree drives protected with the pattern UPUe Th

I "#

expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued

to protected drives

% &(

Pass all commands from the READ and OTHER categiss&ied to protected drives
Pass all commands from all categories issued tooteqied drives

2 8=09"))

2 (=9",12%" 39 (
[P SAFE Black Win7 by ForensicSoft

El-4g# SEAN-PC

EIQ Standard Dual Channel PCIIDE Controller

. B4y IDE Channel

! - Mastor 8548006 ATA Device[0:0:0][FERIFIT3]

El & Promise FastTrak TH4850 Controller

\ -, Promige 1+0JB0D SCSI Disk Devicel(:5:0]F248E876]

El Q MDA nForce Senial ATA Contraller
H <5e S5T316081 345 5C51 Disk Device0:0:0][57BAQADC]
[H-aee 5T380819 45 SCSI| Disk Device(1:1:0][A170C944]

Help Block Irblock Setup

E it

System Disk
Unblocked SATA Drive
Blocked SAS Drive
Unlocked PATA Disk

||+ n

&(/012 $ 16




16 8=9",)5B /-

| "# $ I "#

Before SATA (Disk 1)

6efle77f8528d2237d10c3825ddeObaa

After SATA (Disk 1)

e08a80bebae45efcccae0482a43922dc

Before SAS (Disk 2)

1100e42523512b2e707456f5c2d8b8bc

After SAS (Disk 2)

1100e42523512b2e707456f5c2d8b8bc

Before PATA (Disk 3)

2495d0ab5e08fcef6ff4c846f9c30al52

After PATA (Disk 3)

d49744f275558360542742814ec10aaf

- non ||+ n _

&(/012
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Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkkkkkk TEST RESULTS SUMMARY *kkkkkkkkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 34 0 34
Other CDB's .........c...... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
khkkkkkkkkkkhkkkhkk TEST RESULTS SUMMARY kkkkkkkkkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ......cc....... 27 0 27
Write CDB's ... 0 34 34
Other CDB's ......ccucue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
khkkkkkkkkkkhkkkhkk TEST RESULTS SUMMARY kkkkkkkkhkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 34 0 34
Other CDB's ......cc.cue... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53

SWB-08 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedlt@sthis test — Variation 1 described in Sectibh.
Note that this is conservative write blocking, whis considered good practice in digital forensics.
Otherwise, all write commands were blocked to tfeeqeted disk and no commands were blocked on the

unblocked disks.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to ak#iree drives protected with the pattern UUPe Th
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categiss&ied to protected drives
Pass all commands from all categories issued tooteqied drives

2 =9 )
System Disk
Unblocked SATA Drive
Unblocked SAS Drive
Blocked PATA Disk

2 =9 12*" 39 (
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16 =9" )5B/-

Before SATA (Disk 1)| 8f3e382c2ab70b6c37d87b7cflcc5361

After SATA (Disk 1) | 9e470705af69c8d3cd7de03b254b1ef6

Before SAS(Disk 2) | 2f9d7ea6da998db74054dc7da9422bba

After SAS (Disk 2) 7655a570cd58fe6¢2f7175a3a9bbc773

Before PATA (Disk 3)| 2d5c9fae6429a027d408fed7a7balacS

After PATA (Disk 3) | 2d5c9fae6429a027d408fed7a7balac5

)Y ot ) - - et - (/012 $ 00
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6 =9" 'y 9 " 3! & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkhkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 34 0 34
Other CDB's .........c...... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
*kkkkkkhkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's ......cc....... 27 0 27
Write CDB's ... 34 0 34
Other CDB's ......ccucue... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
*kkkkkkkkkkkhhkkkhk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 0 34 34
Other CDB's ......cc.cue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53

SWB-09 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedlt@sthis test — Variation 1 described in Sectibh.
Note that this is conservative write blocking, whis considered good practice in digital forensics.
Otherwise, all write commands were blocked to tfeeqeted disk and no commands were blocked on the

unblocked disks.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to ak#iree drives protected with the pattern UPRe Th
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categissgied to protected drives
Pass all commands from all categories issued tooteqied drives

2 =9")
System Disk
Unblocked SATA Drive
Blocked SAS Drive
Blocked PATA Disk

2 =9 12%" 39 (

Y* o+, ), - . - m e 8(/012 $ 04



16 =9" )5B/-

| "# $ I "#

Before SATA (Disk 1)

9e470705af69c8d3cd7de03b254bl1ef6

After SATA (Disk 1)

ff3590f843d959bed88c7e03112f15d0

Before SAS (Disk 2)

1fc8e2376856704d69dabb1d9bc508ef

After SAS (Disk 2)

1fc8e2376856704d69dabb1d9bc508ef

Before PATA (Disk 3)

2d5c9fae6429a027d408fed7a7balach

After PATA (Disk 3)

2d5c9fae6429a027d408fed7a7balacs
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Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkhkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 34 0 34
Other CDB's .........c...... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
*kkkkkkhkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ......cc....... 27 0 27
Write CDB's ... 0 34 34
Other CDB's ......ccucue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
*kkkkkkkkkkkhhkkkhk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 0 34 34
Other CDB's ......cc.cue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53

SWB-010 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltéaice in this test — Variation 1 described in
Section 2.1. Note that this is conservative wrlaeking, which is considered good practice in dibit
forensics. Otherwise, all write commands were bolcto the protected disk and no commands were

blocked on the unblocked disks.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to ak#iree drives protected with the pattern PURe Th
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categissgied to protected drives
Pass all commands from all categories issued tooteqied drives

2 =9" )

System Disk

Blocked SATA Drive
Unblocked SAS Drive
Blocked PATA Disk

2 0=9" 12*" 39 (
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16 =9" )5B /-

Before SATA (Disk 1)| 0df62f9603fd5d9438bcd3aab5d0b7a6

After SATA (Disk 1) | 0df62f9603fd5d9438bcd3aab5d0b7a6

Before SAS (Disk 2) | b579ae756904274e983327ch034eel51

After SAS (Disk 2) f6b065e486137f4c95a05adc9f7822a5

Before PATA (Disk 3)| 2d5c9fae6429a027d408fed7a7balacS

After PATA (Disk 3) | 2d5c9fae6429a027d408fed7a7balac5

)Y ot ) - - et - (/012 $ 06
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Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkkkkkk TEST RESULTS SUMMARY *kkkkkkkkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 0 34 34
Other CDB's .........c...... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
*kkkkkkhkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's ......cc....... 27 0 27
Write CDB's ... 34 0 34
Other CDB's ......ccucue... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
*kkkkkkkkkkkhhkkkhk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 0 34 34
Other CDB's ......cc.cue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53

SWB-011 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltésice in this test — Variation 1 described in
Section 2.1. Note that this is conservative wrlteking, which is considered good practice in dibit
forensics. Otherwise, all write commands were baolcto the protected disk and no commands were

blocked on the unblocked disks.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to ak#iree drives protected with the pattern PPl Th
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categiss&ied to protected drives
Pass all commands from all categories issued tooteqied drives

2 4=9")

System Disk

Blocked SATA Drive
Blocked SAS Drive
Unblocked PATA Disk

2 5=9" 12*" 39 (
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16 4= 9" )5B /-

| "# $ I "#

Before SATA (Disk 1)

0df62f9603fd5d9438bcd3aab5d0b7a6

After SATA (Disk 1)

0df62f9603fd5d9438bcd3aab5d0b7a6

Before SAS (Disk 2)

f6b065e486137f4c95a05adc9f7822a5

After SAS (Disk 2)

f6b065e486137f4c95a05adc9of7822a5

Before PATA (Disk 3)

2987d2a2702715f48ce1426f50225647

After PATA (Disk 3)

f5777b80453809e36f60a51779912398

&(/012

% &(

$ 31



I "# $ I "# % &'(
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Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkhkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 0 34 34
Other CDB's .........c...... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
*kkkkkkhkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ......cc....... 27 0 27
Write CDB's ... 0 34 34
Other CDB's ......ccucue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
*kkkkkkkkkkkhhkkkhk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 34 0 34
Other CDB's ......cc.cue... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53

SWB-012 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltéaice in this test — Variation 1 described in
Section 2.1 Note that this is conservative writgcking, which is considered good practice in digita
forensics. Otherwise, all write commands were bolcto the protected disk and no commands were

blocked on the unblocked disks.
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1 ( 23(
This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through

SWB-AO-06. It issues all possible commands to a&&iur drives protected with the pattern PUUPeTh
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categissgied to protected drives
Pass all commands from all categories issued tooteqied drives

2 8=09"0)

System Disk

Blocked SATA Disk
Unblocked SAS Drive
Unblocked PATA Drive
Blocked USB Drive

2 (=9"012*" 39 (
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16 8=9"0)5B /-

Before SATA (Disk 1) | 0df62f9603fd5d9438bcd3aab5d0b7a6

After SATA (Disk 1) 0df62f9603fd5d9438bcd3aab5d0b7a6

Before SAS (Disk 2) | 2e16235f9d9416766a6836ef1f2599e0

After SAS (Disk 2) b63f723d089fe552ce8413edf033a349

Before PATA (Disk 3) | 9276e8493ead632820f4d7ce02a6a499

After PATA (Disk 3) 0dc9a5cd0f8829fadf3eee6e2606c7a3

Before USB (Disk 4) | 25d207edf06182349e5fd64082af2c10

After USB (Disk 4) 25d207edf06182349e5fd64082af2c10
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16 (=9"0 ! ; 9 " 3! & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhkhk TEST RESULTS SUMMARY Khkkkkkkkkhkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ......cc...... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ..... 0 34 34
Other CDB's .... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ........cc...... 34 0 34
Other CDB's ......ccuuue... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
*kkkkkkkkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ... 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED
*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY kkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0
Write IRP'S ............... 0 8
Other IRP's .......c........ 15 0 15
Read CDB's .......c....... 27 0 27
Write CDB's .. . 0 34 34
Other CDB's ......ccucee... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's 0 53 53
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SWB-013 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltéaice in this test — Variation 1 described in
Section 2.1. Note that this is conservative wrlaeking, which is considered good practice in dibit

forensics. Otherwise, all write commands were bolcto the protected disk and no commands were
blocked to the unblocked disks.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to a&&iur drives protected with the pattern UUPPeTh
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categissgied to protected drives
Pass all commands from all categories issued tooteqied drives

2 =09"4)
System Disk
Unblocked SATA Disk
Unblocked SAS Drive
Blocked PATA Drive
Blocked USB Drive
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16 =9"4)5B /-

Before SATA (Disk 1) | 23dcf789a4ded841939184d046e9d7a4

After SATA (Disk 1) 701082f7e32288ebf7acaa850a784eed

Before SAS (Disk 2) | b63f723d089fe552ce8413edf033a349

After SAS (Disk 2) 8170c85da753aa3e720f3b3ed2d8f5f5

Before PATA (Disk 3) | 13dc3feafe9al19739fcc0f11583713aa

After PATA (Disk 3) 13dc3feafe9al19739fcc0f11583713aa

Before USB (Disk 4) | 25d207edf06182349e5fd64082af2c10

After USB (Disk 4) 25d207edf06182349e5fd64082af2c10
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'6 =9"4 ! ;, 9 " 31 & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkhkhk TEST RESULTS SUMMARY Khkkkkkkkkhkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ......cc...... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ..... 34 0 34
Other CDB's .... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ........cc...... 34 0 34
Other CDB's ......ccuuue... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
*kkkkkkkkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ... 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED
*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY kkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0
Write IRP'S ............... 0 8
Other IRP's .......c........ 15 0 15
Read CDB's .......c....... 27 0 27
Write CDB's .. . 0 34 34
Other CDB's ......ccucee... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's 0 53 53
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SWB-014 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltéaice in this test — Variation 1 described in
Section 2.1. Note that this is conservative wrlaeking, which is considered good practice in dibit

forensics. Otherwise, all write commands were bolcto the protected disk and no commands were
blocked to the unprotected disk.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to a&&iur drives protected with the pattern UPPPe Th
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categiss&ied to protected drives
Pass all commands from all categories issued tooteqied drives

2 0=09"5)

System Disk
Unblocked SATA Disk
Blocked SAS Drive
Blocked PATA Drive
Blocked USB Drive

2 0=9"512*" 39 (
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16 0= 9"5)5B /-

Before SATA (Disk 1) | 9c2648f22a862ce25ae1482f2a8f3c63

After SATA (Disk 1) | 6a30fd95dcal0475a39a7d18bleel79e

Before SAS (Disk 2) | 152cd396792e09ae37ff8ace07d7650d

After SAS (Disk 2) 152cd396792e09ae37{f8ace07d7650d

Before PATA (Disk 3) | 13dc3feafe9al19739fcc0f11583713aa

After PATA (Disk 3) 13dc3feafe9al19739fcc0f11583713aa

Before USB (Disk 4) | 25d207edf06182349e5fd64082af2c10

After USB (Disk 4) 25d207edf06182349e5fd64082af2c10
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6 0=9"5 ! ; 9 " 31! & %% 7
Testing device ¥¥.¥PhysicalDrivel
Device is software WRITE ENABLED
*hkkkkkkkkhkhkhkkk TEST RESULTS SUMMARY *hkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... . 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device ¥¥.¥PhysicalDrive2
Device is software WRITE PROTECTED
*hkkkkkkkkhkhkhkkk TEST RESULTS SUMMARY *hkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ..o 4 0 4
Write IRP'S .....ccceee 0 8 8
Other IRP'S ......cccocee. 15 0 15
Read CDB's ................ 27 0 27
Write CDB'S .........cc..... 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device ¥¥.¥PhysicalDrive3
Device is software WRITE PROTECTED
kkkkkkkkkkkkkkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ... e 27 0 27
Write CDB's ... . 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device ¥¥.¥PhysicalDrive4
Device is software WRITE PROTECTED
*kkkkkkkkkkkkkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S .......cccccue. 4 0 4
Write IRP's 0 8 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... . 0 34 34
Other CDB's ... .. 61 1 62
Vendor Specific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53

||+ n

&(/012

% &(

$ 43



| "# $ I "4 % &'(

SWB-015 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltéistee times in this test — Variation 1 descrilbed
Section 2.1. Note that this is conservative wrlaeking, which is considered good practice in dibit

forensics. Otherwise, all write commands were bolcto the protected disk and no commands were
blocked to the unprotected disk.
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1/ 23/

This case tests SAFE Block Win7 V1.0’s compliancéghvoptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to a&&iur drives protected with the pattern UPUPeTh
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categissgied to protected drives
Pass all commands from all categories issued tooteqied drives

2 0=09"8)

System Disk
Unblocked SATA Disk
Blocked SAS Drive
Unblocked PATA Drive
Blocked USB Drive

2 00=9"8 12*" 39 (
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16 0=9"8)5B /-

Before SATA (Disk 1) | 6a30fd95dcal0475a39a7d18bleel79e

After SATA (Disk 1) adbe84ae988d0afbb05c623f641b11d9

Before SAS (Disk 2) | 152cd396792e09ae37ff8ace07d7650d

After SAS (Disk 2) 152cd396792e09ae37{f8ace07d7650d

Before PATA (Disk 3) | 69f64dcd6e6928f8faaaa658661d95a4

After PATA (Disk 3) d9213c607e5c695b16e6ea46e2900599

Before USB (Disk 4) | 25d207edf06182349e5fd64082af2c10

After USB (Disk 4) 25d207edf06182349e5fd64082af2c10
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'6 00=9"8 I ; 9 " 3! & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkhkhk TEST RESULTS SUMMARY Khkkkkkkkkhkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ......cc...... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ..... 34 0 34
Other CDB's .... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... 0 8 8
Other IRP's ... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ........cc...... 0 34 34
Other CDB's ......ccuuue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
*kkkkkkkkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ... 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED
*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY kkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0
Write IRP'S ............... 0 8
Other IRP's .......c........ 15 0 15
Read CDB's .......c....... 27 0 27
Write CDB's .. . 0 34 34
Other CDB's ......ccucee... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's 0 53 53
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SWB-016 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltéaice in this test — Variation 1 described in
Section 2.1. Note that this is conservative wrlaeking, which is considered good practice in dibit

forensics. Otherwise, all write commands were bdolcto the protected disks and no commands were
blocked to the unprotected disks.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to a&&iur drives protected with the pattern PUPUeTh
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categissgied to protected drives
Pass all commands from all categories issued tooteqied drives

2 04= 9" ()

2

System Disk

Blocked SATA Disk
Unblocked SAS Drive
Blocked PATA Drive
Unblocked USB Drive

05= 9" ( 12*" 39 (
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16 04= 9" ()5B /-

Before SATA (Disk 1) | 96ef347150ccc94cff63156afeace636

After SATA (Disk 1) 96ef347150ccc94cff63156afeace636

Before SAS (Disk 2) | 80471981319¢c4cd323045f5e54722483

After SAS (Disk 2) 387ad19eabcd9c87bh82ee2a5fc8907d6

Before PATA (Disk 3) | 9b8b7831599f29751cc3253b5106347¢e

After PATA (Disk 3) 9b8b7831599f29751cc32530b5106347e

Before USB (Disk 4) | 4d80409ff1839a482e75af378eb0bd8d

After USB (Disk 4) a2c21832dd0617f3961a3f07528307bf
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16 05=9"( ! ; 9 " 3! & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhkhk TEST RESULTS SUMMARY Khkkkkkkkkhkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ......cc...... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ..... 0 34 34
Other CDB's .... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ........cc...... 34 0 34
Other CDB's ......ccuuue... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
*kkkkkkkkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ... 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY kkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0
Write IRP'S ............... 8 0
Other IRP's .......c........ 15 0 15
Read CDB's .......c....... 27 0 27
Write CDB's .. . 34 0 34
Other CDB's ......ccucee... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's 53 0 53
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SWB-017 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltéaice in this test — Variation 1 described in
Section 2.1. Note that this is conservative wrlaeking, which is considered good practice in dibit

forensics. Otherwise, all write commands were bdolcto the protected disks and no commands were
blocked to the unprotected disks.
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This case tests SAFE Block Win7 V1.0’s compliancéghvoptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to a&&iur drives protected with the pattern PPUUeTh
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categissgied to protected drives
Pass all commands from all categories issued tooteqied drives

2 08=9"))

2

System Disk

Blocked SATA Disk
Blocked SAS Drive
Unblocked USB Drive
Unblocked PATA Drive
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16 08= 9", )5B /-

Before SATA (Disk 1) | 96ef347150ccc94cff63156afeace636

After SATA (Disk 1) 96ef347150ccc94cff63156afeace636

Before SAS (Disk 2) | 5daal2dcefbe388806509231a698172b

After SAS (Disk 2) 5daal2dcefbe388806509231a698172b

Before USB (Disk 3) | 993f3e07678bdc3d68a51454c982f03e

After USB (Disk 3) 242e16169801115f34ac591303¢c93a99

Before PATA (Disk 4) | 967720f6ble42fe64c30ecf57d08dded

After PATA (Disk 4) c477900b8495d505edfe2be4beddd79d
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Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhkhk TEST RESULTS SUMMARY Khkkkkkkkkhkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ......cc...... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ..... 0 34 34
Other CDB's .... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... 0 8 8
Other IRP's ... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ........cc...... 0 34 34
Other CDB's ......ccuuue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
*kkkkkkkkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ... 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY kkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0
Write IRP'S ............... 8 0
Other IRP's .......c........ 15 0 15
Read CDB's .......c....... 27 0 27
Write CDB's .. . 34 0 34
Other CDB's ......ccucee... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's 53 0 53
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SWB-018 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltéaice in this test — Variation 1 described in
Section 2.1. Note that this is conservative wrlaeking, which is considered good practice in dibit

forensics. Otherwise, all write commands were bdolcto the protected disks and no commands were
blocked to the unprotected disks.
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This case tests SAFE Block Win7 V1.0’s compliancéghvoptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to as&tur drives protected with the pattern PUUUeTh
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categissgied to protected drives
Pass all commands from all categories issued tooteqied drives

2 0=09")

System Disk

Blocked SATA Disk
Unblocked SAS Drive
Unblocked USB Drive
Unblocked PATA Drive

2 0=9" 12*" 39 (
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16 0= 9" )5B /-

Before SATA (Disk 1) | 96ef347150ccc94cff63156afeace636

After SATA (Disk 1) 96ef347150ccc94cff63156afeace636

Before SAS (Disk 2) | 2277d1cf1fd6736832ab737a4f52ebfc

After SAS (Disk 2) ca3alebc5c19a07ec83e07db19353d43

Before USB (Disk 3) | 3ff88a4f3fd95136478f911dc784d4a5

After USB (Disk 3) 03d0fd3e81cb718b860912550732604f

Before PATA (Disk 4) | 97452346c0ccfb38714cca266f2624d6

After PATA (Disk 4) d406f72b5883694€0219579ec7fbaadl
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16 0= 9" by 9 " 31 & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhkhk TEST RESULTS SUMMARY Khkkkkkkkkhkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ......cc...... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ..... 0 34 34
Other CDB's .... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ........cc...... 34 0 34
Other CDB's ......ccuuue... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
*kkkkkkkkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ... 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY kkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0
Write IRP'S ............... 8 0
Other IRP's .......c........ 15 0 15
Read CDB's .......c....... 27 0 27
Write CDB's .. . 34 0 34
Other CDB's ......ccucee... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's 53 0 53
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SWB-019 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedlt@sthis test — Variation 1 described in Sectibh.
Note that this is conservative write blocking, whis considered good practice in digital forensics.

Otherwise, all write commands were blocked to ttetqeted disks and no commands were blocked to the
unprotected disk.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to a&&iur drives protected with the pattern UPPUeTh
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categissgied to protected drives
Pass all commands from all categories issued tooteqied drives

2 4=9" )

System Disk
Unblocked SATA Disk
Blocked SAS Drive
Blocked USB Drive
Unblocked PATA Drive

2 4=09" 12*" 39 (
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16 4= 9" )5B /-

Before SATA (Disk 1) | 032081138c0218d8fbe2991814e13330

After SATA (Disk 1) 14311bd2f985de0861a3575ee472e2e4

Before SAS (Disk 2) | 3cd941bcf192277elbaefaf7ac848cc9

After SAS (Disk 2) 3cd941bcf192277elbaefaf7ac848cc9

Before USB (Disk 3) | f91dc6162ad3777d021f700bda53a40f

After USB (Disk 3) f91dc6162ad3777d021f700bda53a40f

Before PATA (Disk 4) | 3cd941bcf192277elbaefaf7ac848cc9

After PATA (Disk 4) d858d8f9df6ff883c210d5b2f483545f

) o+, ) . - .- et - (/012 $ %0



% &(

16 4= 9" by 9 " 31 & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkhkhk TEST RESULTS SUMMARY Khkkkkkkkkhkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ......cc...... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ..... 34 0 34
Other CDB's .... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... 0 8 8
Other IRP's ... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ........cc...... 0 34 34
Other CDB's ......ccuuue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
*kkkkkkkkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ... 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY kkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0
Write IRP'S ............... 8 0
Other IRP's .......c........ 15 0 15
Read CDB's .......c....... 27 0 27
Write CDB's .. . 34 0 34
Other CDB's ......ccucee... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's 53 0 53
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SWB-020 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltéaice in this test — Variation 1 described in
Section 2.1. Note that this is conservative wrlaeking, which is considered good practice in dibit

forensics. Otherwise, all write commands were bdolcto the protected disks and no commands were
blocked to the unprotected disks.
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This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through
SWB-AO-06. It issues all possible commands to a&&iur drives protected with the pattern PPPUe Th
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categiss&ied to protected drives
Pass all commands from all categories issued tooteqied drives

2 4=9")

System Disk

Blocked SATA Disk
Blocked SAS Drive
Blocked USB Drive
Unblocked PATA Drive

2 40=9" 12*" 39 (
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| "# $ I "#

Before SATA (Disk 1)

78c8a51e023858f783e4f48c7bh8cdc76

After SATA (Disk 1)

78c8a51e023858f783e4f48c7b8cdc76

Before SAS (Disk 2)

c3dec07f60c56ba59bafc84854bb2d0c

After SAS (Disk 2)

c3dec07f60c56ba59bafc84854bb2d0c

Before USB (Disk 3)

f91dc6162ad3777d021f700bda53a40f

After USB (Disk 3)

f91dc6162ad3777d021f700bda53a40f

Before PATA (Disk 4)

68e23e5fcd87ffb6ee95a7e301bc8a80

After PATA (Disk 4)

ebe63108df800ceal84le6e5a22cllda
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16 40= 9" 'y 9 " 3! & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhkhk TEST RESULTS SUMMARY Khkkkkkkkkhkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ......cc...... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ..... 0 34 34
Other CDB's .... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... 0 8 8
Other IRP's ... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ........cc...... 0 34 34
Other CDB's ......ccuuue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
*kkkkkkkkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ... 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY kkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0
Write IRP'S ............... 8 0
Other IRP's .......c........ 15 0 15
Read CDB's .......c....... 27 0 27
Write CDB's .. . 34 0 34
Other CDB's ......ccucee... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's 53 0 53
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SWB-021 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltéistee times in this test — Variation 1 descrilbed
Section 2.1. Note that this is conservative wrlaeking, which is considered good practice in dibit

forensics. Otherwise, all write commands were bdotcto the protected disks and no commands were
blocked to the unprotected disk.

)* o+, ), - - momompn L g(/012 $ %6



| "# $ I "4 % &'(

1 23

This case tests SAFE Block Win7 V1.0’s complianaghwptional assertions SWB-AO-01 through

SWB-AO-06. It issues all possible commands to a&&tur drives protected with the pattern UUUPeTh
expected result of this test is SAFE Block Win7 W/ill:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categissgied to protected drives
Pass all commands from all categories issued tooteqied drives

2 44=9" )

System Disk
Unblocked SATA Disk
Unblocked SAS Drive
Unblocked USB Drive
Blocked PATA Drive

2 45=9" 12*" 39 (
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16 44=9" )5B /-

Before SATA (Disk 1) | d175b25574cedea41916ba6e2b8ccaf4

After SATA (Disk 1) 9b9d12b7bf755300f2963e5b0a3aebae

Before SAS (Disk 2) | 850eb01ff383d2242534db6705d7605e

After SAS (Disk 2) 4c69e0ca316def6d54cc3d7ce5f2bf63

Before USB (Disk 3) | f91dc6162ad3777d021f700bda53a40f

After USB (Disk 3) 36042d29ed02d44070d7e83667e60113

Before PATA (Disk 4) | 9fe4600db166cee3d9646b09aeab5129

After PATA (Disk 4) 9fe4600db166cee3d9646b09aeab5129

) * o+, ), - .- ottt - &(/012 $ 2&



% &(

16 45= 9" 'y 9 " 3! & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkhkhk TEST RESULTS SUMMARY Khkkkkkkkkhkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ......cc...... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ..... 34 0 34
Other CDB's .... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkkkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ........cc...... 34 0 34
Other CDB's ......ccuuue... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
*kkkkkkkkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ... 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED
*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY kkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0
Write IRP'S ............... 0 8
Other IRP's .......c........ 15 0 15
Read CDB's .......c....... 27 0 27
Write CDB's .. . 0 34 34
Other CDB's ......ccucee... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's 0 53 53

||+ n

&(/012

$ 21




| "# $ I "4 % &'(

SWB-022 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedlt@sthis test — Variation 1 described in Sectibh.
Note that this is conservative write blocking, whis considered good practice in digital forensics.

Otherwise, all write commands were blocked to tfeeqeted disk and no commands were blocked to the
unprotected disks.
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This case tests SAFE Block Win7 V1.0's complianethwptional assertions SWB-AO-01 through
SWB-AO-08. It is run using the BOOT protocol, iniatm all configured drives are protected, the system
rebooted and all possible commands issued toig#sirThe expected result of this test is SAFE Bloc
win7 V1.0 will:

Block all commands from the WRITE, VENDOR_SPECIFad UNDEFINED categories issued
to protected drives

Pass all commands from the READ and OTHER categsgied to protected drives
Pass all commands from all categories issued tootegied drives
Display a message indicating each command blocked

2 48=9"0)

System Disk
Blocked SATA Disk
Blocked SAS Drive
Blocked USB Drive
Blocked PATA Drive

2 4(=9"0 12*" 39 (

16 48= 9" 0 )5B /-
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Before SATA (Disk 1) | e68395bf2c8afdf927980b4263eec33e

After SATA (Disk 1) €68395bf2c8afdf927980b4263eec33e

Before SAS (Disk 2) | ba212f394153e2d950d54c87dc1b2db8

After SAS (Disk 2) ba212f394153e2d950d54c87dc1b2db8

Before USB (Disk 3) | 7b5ch46cd74238c434d76f49237b0916

After USB (Disk 3) 7b5cb46cd74238c434d76f49237b0916

Before PATA (Disk 4) | 9fe4600db166cee3d9646b09aeab5129

After PATA (Disk 4) 9fe4600db166cee3d9646b09aeab5129
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16 4=9"0 ! ; 9 " 3! & %% 7
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhkhk TEST RESULTS SUMMARY Khkkkkkkkkhkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ......cc...... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ..... 0 34 34
Other CDB's .... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
Fhkkkkkkkkhkhkkkhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... 0 8 8
Other IRP's ... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ........cc...... 0 34 34
Other CDB's ......ccuuue... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
*kkkkkkkkkkkhhkkkkk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP'S ................. 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ... 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED
*kkkkkkhkkkkhhkkkhk TEST RESULTS SUMMARY kkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0
Write IRP'S ............... 0 8
Other IRP's .......c........ 15 0 15
Read CDB's .......c....... 27 0 27
Write CDB's .. . 0 34 34
Other CDB's ......ccucee... 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's 0 53 53
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SWB-023 Test result analysis

SAFE Block Win7 Version 1.0 had one unexpectedltésur times in this test — Variation 1 described
Section 2.1. Note that this is conservative wrlaeking, which is considered good practice in dibit
forensics. Otherwise, all write commands were bdaolcto the protected disks.
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This case tests SAFE Block Win7 V1.0's complianeghwnandatory assertions SWB-MO-03 through
SWB-MO-09 and optional assertion SWB-AO-07. Itus using the UNINSTALL protocol, in which
SAFE Block Win7 V1.0 is de-installed, the systemeisooted and all possible commands are issudtl to a
drives. The expected result of this test is thatrmands from any category will not be blocked foy an
drive.

2 4=9"4)

System Disk
Unblocked SATA Disk
Unblocked SAS Drive
Unblocked USB Drive
Unblocked PATA Drive

16 4=9"4)5B /-

Before SATA (Disk 1) | e68395bf2c8afdf927980b4263eec33e

After SATA (Disk 1) e5772b96cc3660694810172ad4d8f2ef

Before SAS (Disk 2) | ba212f394153e2d950d54c87dc1b2db8

After SAS (Disk 2) 845759590bd453f96622a03f56f98441

Before USB (Disk 3) | 7b5cb46cd74238c434d76f49237b0916

After USB (Disk 3) 5b7418da07805c732f45c684a9f7ad60

Before PATA (Disk 4) | 9fe4600db166cee3d9646b09aeab5129

After PATA (Disk 4) 44f434594451c541dfc57a93d1bedad9
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Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
kkkkkkkkkkhkhkkkhkk TEST RESULTS SUMMARY kkkkkkkkkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP'S ............... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ............... 27 0 27
Write CDB's .. . 34 0 34
Other CDB's ................ 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
*kkkkkkhkkkhhkkkhk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ............... 27 0 27
Write CDB's ................ 34 0 34
Other CDB's .........c...... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
*kkkkkkkkkkkhhkkkhk TEST RESULTS SUMMARY *kkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 34 0 34
Other CDB's .........c...... 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
Fhkkkkkkkkhkhkhhhhhk TEST RESULTS SUMMARY Khkkkkkkkkkk *kkkkk
Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ............... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's .... 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
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SWB-024 Test result analysis

The de-installation of SAFE Block Win7 Version péformed correctly - all commands were issued and
allowed on the unprotected disks.
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This case tests SAFE Block Win7 V1.0’s compliana#ymandatory assertion SWB-AM-10. The
expected result of this test is that the IMAGE agien will fail with an I/O error and the disk hashthe
test disk will be unchanged by the test. The IMAGjEration was attempted using AccessData FTK
Imager 2.7.0 [4].

2 4=09"5)

System Disk
Blocked USB Disk

2 5=9"512¢" 39 (

16 5=9"5)5B /-

Before USB Disk 0e7a3e041653b210d14bf97601b7288d

After USB Disk 0e7a3e041653b210d14bf97601b7288d
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SWB-025 Test result analysis
SAFE Block Win7 Version 1.0 performed correctlyhetimage operation failed and the hashes did not
change.
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1/ 23/
This case tests SAFE Block Win7 V1.0’s compliandwandatory assertion SWB-AM-10 and optional

assertion SWB-AO-08. The expected result of thesitethat the ACQUIRE operation will fail with #®
error, and the disk hash of the test disk will behanged by the test. The ACQUIRE operation was
attempted using Guidance Software EnCase Foremsiidn 6 [7].

2 5=09"8)

System Disk
Blocked USB Disk

2 50=9"8 12*" 39 (

16 5= 9" 8 )5B /-
Before USB Disk 0e7a3e041653b210d14bf97601b7288d
After USB Disk 0e7a3e041653b210d14bf97601b7288d
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SWB-026 Test result analysis
SAFE Block Win7 Version 1.0 performed correcthyhetoperation failed and the hashes did not change.
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This case tests SAFE Block Win7 V1.0’'s complianagéhvassertion SWB-AM-10. It is run using the
typical protocol. The expected result of this teshat the COPY command will fail with an errorseage,
and the hash value of the target disk will be unged after the test. The COPY operation was attesnpt

using a standard Windows® Command Prompt.

2 55= 9" ()

System Disk
Blocked USB Disk

2 58=9" (12*" 39 (

16 5= 9" ()5B /-
Before USB Disk 0e7a3e041653b210d14bf97601b7288d
After USB Disk 0e7a3e041653b210d14bf97601b7288d
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2 5(= 9" ('&<A

SWB-027 Test result analysis
SAFE Block Win7 Version 1.0 performed correcthyhetoperation failed and the hashes did not change.
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This case tests SAFE Block Win7 V1.0’'s complianagéhvassertion SWB-AM-10. It is run using the
typical protocol. The expected result of this tegshat the DROP operation will fail with an erraessage
and the hash value of the target disk will be unged after the test. The DROP operation was atemp

using a Drag-and-Drop operation in Windows® Explore

2 5=09")

System Disk
Blocked USB Disk

2 5=9",12*" 39 (

16 50= 9", )5B /-
Before USB Disk 0e7a3e041653b210d14bf97601b7288d
After USB Disk 0e7a3e041653b210d14bf97601b7288d
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SWB-028 Test result analysis
SAFE Block Win7 Version 1.0 performed correcthhetoperation failed and the hashes did not change.
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15 235
This case tests SAFE Block Win7 V1.0’s compliandthassertions SWB-AM-10 and SWB-AO-08. The

expected result of this test is that the PASTE ajoar will fail with an error message, and the healae of
the target disk will be unchanged after the teee PASTE operation was attempted using a Copy-Paste

operation in Windows® Explorer.

2 8=9")

System Disk
Blocked USB Disk

2 8=9" 12*" 39 (

16 54= 9" )5B /-
Before USB Disk 0e7a3e041653b210d14bf97601b7288d
After USB Disk 0e7a3e041653b210d14bf97601b7288d
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SWB-029 Test result analysis
SAFE Block Win7 Version 1.0 performed correctlyhetoperation failed and the hashes did not change.
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This case tests SAFE Block Win7 V1.0’s compliandwandatory assertion SWB-AM-10 and optional
assertion SWB-AO-08. The expected result of tresitethat the SAVE AS operation will fail with #©
error and the hash value of the test disk will behanged by the test. The SAVE AS operation was

attempted using Windows® Notepad.

2 84=9"0)

System Disk
Blocked USB Disk

2 85=9"0 12*" 39 (

16 55=9"0 )5B /-
Before USB Disk 0e7a3e041653b210d14bf97601b7288d
After USB Disk 0e7a3e041653b210d14bf97601b7288d
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2 88=9"0 1*1

SWB-030 Test result analysis
SAFE Block Win7 Version 1.0 performed correctlyetbperation failed and the hashes did not change.
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NIST Software Write Blocker Test Suite V1.2
Tue Jun 22 20:29:25 2010
Test case: SWB-14
Command set: RWOVU
Number of drives: 4
Protection pattern: UUPP
Test administered by: SA
Testing device ¥¥.¥PhysicalDrivel
Device is software WRITE ENABLED

IRP Function Code Result
IRP_MJ _CREATE (Ox00) ALLOWED
IRP_MJ_CREATE_NAMED_PIPE (Ox01) ALLOWED
IRP_MJ CLOSE (0Ox02) ALLOWED
IRP_MJ READ (Ox03) ALLOWED
IRP_MJ_WRITE (Ox04) ALLOWED
IRP_MJ QUERY_INFORMATION (Ox05) ALLOWED
IRP_MJ_SET _INFORMATION (Ox06) ALLOWED
IRP_MJ _QUERY_EA (0x07) ALLOWED
IRP_MJ_SET EA (0x08) ALLOWED
IRP_MJ FLUSH BUFFERS (Ox09) ALLOWED
IRP_MJ_QUERY_VOLUME_INFORMATION (0Ox0A) ALLOWED
IRP_MJ_SET_VOLUME_INFORAMATION (0x0B) ALLOWED
IRP_MJ DIRECTORY_CONTROL (Ox0C) ALLOWED
IRP_MJ_FILE_SYSTEM_CONTROL (Ox0OD) ALLOWED
IRP_MJ DEVICE_CONTROL (OxOE) ALLOWED
IRP_MJ_SCsSI (OxOF)
SCSI Operation Opcode
TEST_UNIT_READY (0Ox00) ALLOWED
REWIND (0Ox01) ALLOWED
VENDOR_SPECIFIC_CDB (0x02) ALLOWED
REQUEST_SENSE (0x03) ALLOWED
FORMAT_UNIT (Ox04) ALLOWED
READ_BLOCK_LIMITS  (0x05) ALLOWED
VENDOR_SPECIFIC_CDB (0x06) ALLOWED
REASSIGN_BLOCKS (0x07) ALLOWED
READG6 (0Ox08) ALLOWED
VENDOR_SPECIFIC_CDB (0x09) ALLOWED
WRITEG (Ox0A) ALLOWED
SEEK6 (Ox0B) ALLOWED
VENDOR_SPECIFIC_CDB (0x0C) ALLOWED
VENDOR_SPECIFIC_CDB (0x0D) ALLOWED
y* o+, ), - .- ot o &(/012 $ &0
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VENDOR_SPECIFIC_CDB  (OxOE) ALLOWED
READ_REVERSE6 (0XOF) ALLOWED
WRITE_FILEMARKS  (0x10) ALLOWED
SPACE (0x11) ALLOWED

INQUIRY (0x12) ALLOWED

VERIFY6 (0x13) ALLOWED
RECOVER_BUF DATA  (0x14) ALLOWED
MODE_SELECT (0x15) ALLOWED
RESERVE_UNIT (0x16) ALLOWED
RELEASE_UNIT (0x17) ALLOWED
COPY (0x18) ALLOWED

ERASE (0x19) ALLOWED
MODE_SENSE (Ox1A) ALLOWED
START_STOP_UNIT  (0x1B) ALLOWED
RECEIVE_DIAGNOSTIC  (0x1C) ALLOWED
SEND_DIAGNOSTIC  (0x1D) ALLOWED
MEDIUM_REMOVAL (OX1E) ALLOWED
UNDEFINED_CDB (OX1F) ALLOWED
VENDOR_SPECIFIC_CDB  (0x20) ALLOWED
VENDOR_SPECIFIC_CDB  (0x21) ALLOWED
VENDOR_SPECIFIC_CDB (0x22) ALLOWED
VENDOR_SPECIFIC_CDB  (0x23) ALLOWED
SET_WINDOW (0x24) ALLOWED
READ_CAPACITY (0x25) ALLOWED
VENDOR_SPECIFIC_CDB  (0x26) ALLOWED
VENDOR_SPECIFIC_CDB  (0x27) ALLOWED
READ10 (0x28) ALLOWED
READ_GENERATION  (0x29) ALLOWED
WRITE10 (0x2A) ALLOWED

SEEK10 (0x2B) ALLOWED
ERASE10 (0x2C) ALLOWED
VENDOR_SPECIFIC_CDB (0x2D) ALLOWED
WRITE_AND_VERIFY10 (OX2E) ALLOWED
VERIFY (0x2F) ALLOWED
SEARCH_DATA_HIGH  (0x30) ALLOWED
SEARCH_DATA_EQUAL  (0x31) ALLOWED
SEARCH_DATA_LOW  (0x32) ALLOWED
SET_LIMITS (0x33) ALLOWED
READ_POSITION (0x34) ALLOWED
SYNCHRONIZE_CACHE  (0x35) ALLOWED
LOCK_UNLOCK_CACHE  (0x36) ALLOWED
READ DEFECT_DATA  (0x37) ALLOWED
MEDIUM_SCAN (0x38) ALLOWED
COMPARE (0x39) ALLOWED
COPY_COMPARE (Ox3A) ALLOWED
WRITE_DATA_BUFF  (0x3B) ALLOWED
READ DATA_BUFF (0x3C) ALLOWED
UNDEFINED_CDB (0x3D) ALLOWED
READ_LONG10 (OX3E) ALLOWED
WRITE_LONG10 (0X3F) ALLOWED
CHANGE_DEFINITION  (0x40) ALLOWED
WRITE_SAME10 (0x41) ALLOWED
READ _SUB_CHANNEL  (0x42) ALLOWED
READ_TOC (0x43) ALLOWED
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READ_HEADER (0x44) ALLOWED
PLAY_AUDIO (0x45) ALLOWED
GET_CONFIGURATION  (0x46) ALLOWED
PLAY_AUDIO_MSF (0x47) ALLOWED
PLAY TRACK_INDEX  (0x48) ALLOWED
PLAY_TRACK_RELATIVE (0x49) ALLOWED
GET_EVENT_STATUS  (Ox4A) ALLOWED
PAUSE_RESUME (0x4B) ALLOWED
LOG_SELECT (0X4C) ALLOWED
LOG_SENSE (0x4D) ALLOWED
STOP_PLAY_SCAN (OX4E) ALLOWED
UNDEFINED_CDB (OX4F) ALLOWED
XDWRITE10 (0x50) ALLOWED
XPWRITE10 (0x51) ALLOWED
XDREAD10 (0x52) ALLOWED
XDWRITucRead10 (0x53) ALLOWED
SEND_OPC_INFORMATION  (0x54) ALLOWED
MODE_SELECT10 (0x55) ALLOWED
RESERVE_UNIT10 (0X56) ALLOWED
RELEASE_UNIT10 (0X57) ALLOWED
REPAIR_TRACK (0x58) ALLOWED
UNDEFINED_CDB (0x59) ALLOWED
MODE_SENSE10 (OX5A) ALLOWED
CLOSE_TRACK_SESSION (0X5B) ALLOWED
READ_BUFFER_CAPACITY (0X5C) ALLOWED
SEND_CUE_SHEET (0X5D) ALLOWED
PERSISTENT_RESERVE_IN (OX5E) ALLOWED
PERSISTENT_RESERVE_OUT (0X5F) ALLOWED
UNDEFINED_CDB (0x60) ALLOWED
UNDEFINED_CDB (0x61) ALLOWED
UNDEFINED_CDB (0x62) ALLOWED
UNDEFINED_CDB (0x63) ALLOWED
UNDEFINED_CDB (0x64) ALLOWED
UNDEFINED_CDB (0X65) ALLOWED
UNDEFINED_CDB (0X66) ALLOWED
UNDEFINED_CDB (0X67) ALLOWED
UNDEFINED_CDB (0x68) ALLOWED
UNDEFINED_CDB (0x69) ALLOWED
UNDEFINED_CDB (OX6A) ALLOWED
UNDEFINED_CDB (0X6B) ALLOWED
UNDEFINED_CDB (0X6C) ALLOWED
UNDEFINED_CDB (0x6D) ALLOWED
UNDEFINED_CDB (OX6E) ALLOWED
UNDEFINED_CDB (OX6F) ALLOWED
UNDEFINED_CDB (0x70) ALLOWED
UNDEFINED_CDB (0x71) ALLOWED
UNDEFINED_CDB (0x72) ALLOWED
UNDEFINED_CDB (0x73) ALLOWED
UNDEFINED_CDB (0x74) ALLOWED
UNDEFINED_CDB (0X75) ALLOWED
UNDEFINED_CDB (0x76) ALLOWED
UNDEFINED_CDB (0x77) ALLOWED
UNDEFINED_CDB (0x78) ALLOWED
UNDEFINED_CDB (0x79) ALLOWED
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UNDEFINED_CDB (OX7A) ALLOWED
UNDEFINED_CDB (0X7B) ALLOWED
UNDEFINED_CDB (0X7C) ALLOWED
UNDEFINED_CDB (0x7D) ALLOWED
UNDEFINED_CDB (OX7E) ALLOWED
UNDEFINED_CDB (OX7F) ALLOWED
XDWRITE_EXTENDED  (0x80) ALLOWED
REBUILD (0x81) ALLOWED
REGENERATE (0x82) ALLOWED
EXTENDED_COPY (0x83) ALLOWED
RECEIVE_COPY_RESULTS (0x84) ALLOWED
ATA_PASSTHROUGH16  (0x85) ALLOWED
ACCESS_CONTROL_IN  (0x86) ALLOWED
ACCESS_CONTROL_OUT  (0x87) ALLOWED
READ16 (0x88) ALLOWED
UNDEFINED_CDB (0x89) ALLOWED
WRITE16 (OX8A) ALLOWED
UNDEFINED_CDB (0x8B) ALLOWED
READ_ATTRIBUTE (0x8C) ALLOWED
WRITE_ATTRIBUTE  (0x8D) ALLOWED
WRITE_AND_VERIFY16 (OX8E) ALLOWED
VERIFY16 (OX8F) ALLOWED
PRE-FETCH16 (0x90) ALLOWED
SYNCHRONIZE_CACHE16 (0x91) ALLOWED
LOCK-UNLOCK CACHE  (0x92) ALLOWED
WRITE_SAME16 (0x93) ALLOWED
UNDEFINED_CDB (0x94) ALLOWED
UNDEFINED_CDB (0x95) ALLOWED
UNDEFINED_CDB (0x96) ALLOWED
UNDEFINED_CDB (0x97) ALLOWED
UNDEFINED_CDB (0x98) ALLOWED
UNDEFINED_CDB (0x99) ALLOWED
UNDEFINED_CDB (0X9A) ALLOWED
UNDEFINED_CDB (0x9B) ALLOWED
UNDEFINED_CDB (0x9C) ALLOWED
UNDEFINED_CDB (0x9D) ALLOWED
UNDEFINED_CDB (OX9E) ALLOWED
UNDEFINED_CDB (0X9F) ALLOWED
REPORT_LUNS (0XA0) ALLOWED
ATA_PASSTHROUGH12  (0xAl) ALLOWED
SEND_EVENT (0XA2) ALLOWED
SEND_KEY (OXA3) ALLOWED
REPORT_KEY (0xA4) ALLOWED
MOVE_MEDIUM (OXA5) ALLOWED
LOAD_UNLOAD_SLOT  (OxA6) ALLOWED
SET_READ_AHEAD (0XA7) ALLOWED
READ12 (OXA8) ALLOWED
UNDEFINED_CDB (0XA9) ALLOWED
WRITE12 (OXAA) ALLOWED
UNDEFINED_CDB (OXAB) ALLOWED
ERASE12 (OXAC) ALLOWED
READ DVD_STRUCTURE (OXAD) ALLOWED
WRITE_AND_VERIFY12  (OXAE) ALLOWED
VERIFY12 (OXAF) ALLOWED
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SEARCH_DATA_HIGH12 (OxBO) ALLOWED
SEARCH_DATA_EQUAL12 (0OxB1) ALLOWED
SEARCH_DATA_LOW12  (0xB2) ALLOWED
SET_LIMITS12 (0xB3) ALLOWED
READ_ELEMENT_STATUS_AT (0xB4) ALLOWED
REQUEST_VOL_ELEMENT (0xB5) ALLOWED
SEND_VOLUME_TAG  (0xB6) ALLOWED
READ DEFECT_DATA12 (0xB7) ALLOWED
READ_ELEMENT_STATUS (0xBS) ALLOWED
READ_CD_MSF12 (0xB9) ALLOWED
SCAN12 (OXBA) ALLOWED
SET_CDROM_SPEED12  (0xBB) ALLOWED
PLAY_CD12 (0XBC) ALLOWED
MECHANISM_STATUS  (OxBD) ALLOWED
READ_CD12 (OXBE) ALLOWED
SEND_DVD_STRUCTURE  (OXBF) ALLOWED
VENDOR_SPECIFIC_CDB  (0xCO) ALLOWED
VENDOR_SPECIFIC_CDB  (0xC1) ALLOWED
VENDOR_SPECIFIC_CDB (0xC2) ALLOWED
VENDOR_SPECIFIC_CDB (0xC3) ALLOWED
VENDOR_SPECIFIC_CDB (0xC4) ALLOWED
VENDOR_SPECIFIC_CDB  (0xC5) ALLOWED
VENDOR_SPECIFIC_CDB (0xC6) ALLOWED
VENDOR_SPECIFIC_CDB (0xC7) ALLOWED
VENDOR_SPECIFIC_CDB (0xC8) ALLOWED
VENDOR_SPECIFIC_CDB  (0xC9) ALLOWED
VENDOR_SPECIFIC_CDB  (0xCA) ALLOWED
VENDOR_SPECIFIC_CDB (0xCB) ALLOWED
VENDOR_SPECIFIC_CDB (0xCC) ALLOWED
VENDOR_SPECIFIC_CDB (0xCD) ALLOWED
VENDOR_SPECIFIC_CDB  (0xCE) ALLOWED
VENDOR_SPECIFIC_CDB  (0xCF) ALLOWED
VENDOR_SPECIFIC_CDB  (0xDO) ALLOWED
VENDOR_SPECIFIC_CDB (0xD1) ALLOWED
VENDOR_SPECIFIC_CDB (0xD2) ALLOWED
VENDOR_SPECIFIC_CDB (0xD3) ALLOWED
VENDOR_SPECIFIC_CDB (0xD4) ALLOWED
VENDOR_SPECIFIC_CDB  (0xD5) ALLOWED
VENDOR_SPECIFIC_CDB (0xD6) ALLOWED
VENDOR_SPECIFIC_CDB (0xD7) ALLOWED
VENDOR_SPECIFIC_CDB (0xD8) ALLOWED
VENDOR_SPECIFIC_CDB  (0xD9) ALLOWED
VENDOR_SPECIFIC_CDB  (0xDA) ALLOWED
VENDOR_SPECIFIC_CDB (0xDB) ALLOWED
VENDOR_SPECIFIC_CDB (0xDC) ALLOWED
VENDOR_SPECIFIC_CDB (0xDD) ALLOWED
VENDOR_SPECIFIC_CDB  (0xDE) ALLOWED
VENDOR_SPECIFIC_CDB  (0xDF) ALLOWED
VENDOR_SPECIFIC_CDB  (0XEO) ALLOWED
VENDOR_SPECIFIC_CDB (0xE1) ALLOWED
VENDOR_SPECIFIC_CDB (0xE2) ALLOWED
VENDOR_SPECIFIC_CDB (0xE3) ALLOWED
VENDOR_SPECIFIC_CDB (0xE4) ALLOWED
VENDOR_SPECIFIC_CDB (0XE5) ALLOWED
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VENDOR_SPECIFIC_CDB (0OxE6) ALLOWED
VENDOR_SPECIFIC_CDB (0xE7) ALLOWED
VENDOR_SPECIFIC_CDB (0OxE8) ALLOWED
VENDOR_SPECIFIC_CDB (0xE9) ALLOWED
VENDOR_SPECIFIC_CDB (0OxEA) ALLOWED
VENDOR_SPECIFIC_CDB (0OxEB) ALLOWED
VENDOR_SPECIFIC_CDB (0xEC) ALLOWED
VENDOR_SPECIFIC_CDB (0OxED) ALLOWED
VENDOR_SPECIFIC_CDB (OxEE) ALLOWED
VENDOR_SPECIFIC_CDB (0OxEF) ALLOWED
VENDOR_SPECIFIC_CDB (0xFO0) ALLOWED
VENDOR_SPECIFIC_CDB (0xF1) ALLOWED
VENDOR_SPECIFIC_CDB (0xF2) ALLOWED
VENDOR_SPECIFIC_CDB (0xF3) ALLOWED
VENDOR_SPECIFIC_CDB (0xF4) ALLOWED
VENDOR_SPECIFIC_CDB (0xF5) ALLOWED
VENDOR_SPECIFIC_CDB (0xF6) ALLOWED
VENDOR_SPECIFIC_CDB (0xF7) ALLOWED
VENDOR_SPECIFIC_CDB (0xF8) ALLOWED
VENDOR_SPECIFIC_CDB (0xF9) ALLOWED
VENDOR_SPECIFIC_CDB (0OxFA) ALLOWED
VENDOR_SPECIFIC_CDB (0xFB) ALLOWED
VENDOR_SPECIFIC_CDB (0xFC) ALLOWED
VENDOR_SPECIFIC_CDB (0xFD) ALLOWED
VENDOR_SPECIFIC_CDB (0OxFE) ALLOWED
VENDOR_SPECIFIC_CDB (0OxFF) ALLOWED
IRP_MJ_SHUTDOWN (0x10) ALLOWED
IRP_MJ LOCK _CONTROL (0x11) ALLOWED
IRP_MJ_CLEANUP (0x12) ALLOWED
IRP_MJ _CREATE_MAILSLOT (0x13) ALLOWED
IRP_MJ_QUERY_SECURITY (0x14) ALLOWED
IRP_MJ_SET SECURITY (0x15) ALLOWED
IRP_MJ POWER (0x16) ALLOWED
IRP_MJ_SYSTEM_CONTROL (0x17) ALLOWED
IRP_MJ_DEVICE_CHANGE (0x18) ALLOWED
IRP_MJ_QUERY_QUOTA (0x19) ALLOWED
IRP_MJ_SET_QUOTA (Ox1A) ALLOWED
IRP_MJ_PNP (0x1B) ALLOWED
*kkkkkkkkkkkkhkkhkkk TEST RESU LTS SU MMARY kkkkkkkkkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP's .......c.u...... 4 0 4
Write IRP's ............... 8 0 8
Other IRP's ......cccvuuue. 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 34 0 34
Other CDB's ................ 62 0 62
Vendor SPecific CDB's ...... 80 0 80
Undefined CDB's............. 53 0 53
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Testing device ¥¥.¥PhysicalDrive2
Device is software WRITE ENABLED

IRP Function Code Result
IRP_MJ_CREATE (0x00) ALLOWED
IRP_MJ_CREATE_NAMED_PIPE (0x01) ALLOWED
IRP_MJ_CLOSE (0x02) ALLOWED
IRP_MJ_READ (0x03) ALLOWED
IRP_MJ WRITE (0x04) ALLOWED
IRP_MJ_QUERY_INFORMATION (0x05) ALLOWED
IRP_MJ_SET _INFORMATION (0x06) ALLOWED
IRP_MJ_QUERY_EA (0x07) ALLOWED
IRP_MJ_SET EA (Ox08) ALLOWED
IRP_MJ_FLUSH BUFFERS (0x09) ALLOWED

IRP_MJ_QUERY_VOLUME_INFORMATION (0x0A) ALLOWED
IRP_MJ_SET_VOLUME_INFORAMATION (0x0B) ALLOWED
IRP_MJ_DIRECTORY_CONTROL (0x0C) ALLOWED
IRP_MJ_FILE_SYSTEM_CONTROL  (0xOD) ALLOWED
IRP_MJ_DEVICE_CONTROL (OXOE) ALLOWED
IRP_MJ_SCSI (OXOF)

SCSI Operation Opcode

TEST_UNIT_READY  (0x00) ALLOWED
REWIND (0x01) ALLOWED
VENDOR_SPECIFIC_CDB  (0x02) ALLOWED
REQUEST_SENSE (0x03) ALLOWED
FORMAT_UNIT (0x04) ALLOWED
READ_BLOCK_LIMITS  (0x05) ALLOWED
VENDOR_SPECIFIC_CDB  (0x06) ALLOWED
REASSIGN_BLOCKS  (0x07) ALLOWED
READ6 (0x08) ALLOWED
VENDOR_SPECIFIC_CDB  (0x09) ALLOWED
WRITE6 (OXOA) ALLOWED

SEEK6 (OXOB) ALLOWED
VENDOR_SPECIFIC_CDB  (0x0C) ALLOWED
VENDOR_SPECIFIC_CDB  (0x0D) ALLOWED
VENDOR_SPECIFIC_CDB (0xOE) ALLOWED
READ_REVERSE6 (0XOF) ALLOWED
WRITE_FILEMARKS  (0x10) ALLOWED
SPACE (0x11) ALLOWED

INQUIRY (0x12) ALLOWED

VERIFY6 (0x13) ALLOWED
RECOVER_BUF DATA  (0x14) ALLOWED
MODE_SELECT (0x15) ALLOWED
RESERVE_UNIT (0x16) ALLOWED
RELEASE_UNIT (0x17) ALLOWED
COPY (0x18) ALLOWED

ERASE (0x19) ALLOWED
MODE_SENSE (OX1A) ALLOWED
START_STOP_UNIT  (0x1B) ALLOWED
RECEIVE_DIAGNOSTIC ~ (0x1C) ALLOWED
SEND_DIAGNOSTIC  (0x1D) ALLOWED
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MEDIUM_REMOVAL (OX1E) ALLOWED
UNDEFINED_CDB (OX1F) ALLOWED
VENDOR_SPECIFIC_CDB  (0x20) ALLOWED
VENDOR_SPECIFIC_CDB  (0x21) ALLOWED
VENDOR_SPECIFIC_CDB (0x22) ALLOWED
VENDOR_SPECIFIC_CDB  (0x23) ALLOWED
SET_WINDOW (0x24) ALLOWED
READ_CAPACITY (0x25) ALLOWED
VENDOR_SPECIFIC_CDB  (0x26) ALLOWED
VENDOR_SPECIFIC_CDB  (0x27) ALLOWED
READ10 (0x28) ALLOWED
READ_GENERATION  (0x29) ALLOWED
WRITE10 (0x2A) ALLOWED
SEEK10 (0x2B) ALLOWED
ERASE10 (0x2C) ALLOWED
VENDOR_SPECIFIC_CDB (0x2D) ALLOWED
WRITE_AND_VERIFY10 (OX2E) ALLOWED
VERIFY (0X2F) ALLOWED
SEARCH_DATA_HIGH  (0x30) ALLOWED
SEARCH_DATA_EQUAL  (0x31) ALLOWED
SEARCH_DATA_LOW  (0x32) ALLOWED
SET_LIMITS (0x33) ALLOWED
READ_POSITION (0x34) ALLOWED
SYNCHRONIZE_CACHE  (0x35) ALLOWED
LOCK_UNLOCK_CACHE  (0x36) ALLOWED
READ DEFECT_DATA  (0x37) ALLOWED
MEDIUM_SCAN (0x38) ALLOWED
COMPARE (0x39) ALLOWED
COPY_COMPARE (Ox3A) ALLOWED
WRITE_DATA_BUFF  (0x3B) ALLOWED
READ DATA_BUFF (0x3C) ALLOWED
UNDEFINED_CDB (0x3D) ALLOWED
READ_LONG10 (OX3E) ALLOWED
WRITE_LONG10 (0X3F) ALLOWED
CHANGE_DEFINITION  (0x40) ALLOWED
WRITE_SAME10 (0x41) ALLOWED
READ _SUB_CHANNEL  (0x42) ALLOWED
READ_TOC (0x43) ALLOWED
READ_HEADER (0x44) ALLOWED
PLAY_AUDIO (0x45) ALLOWED
GET_CONFIGURATION  (0x46) ALLOWED
PLAY_AUDIO_MSF (0x47) ALLOWED
PLAY_TRACK_INDEX  (0x48) ALLOWED
PLAY_TRACK_RELATIVE (0x49) ALLOWED
GET_EVENT_STATUS  (Ox4A) ALLOWED
PAUSE_RESUME (0x4B) ALLOWED
LOG_SELECT (0X4C) ALLOWED
LOG_SENSE (0x4D) ALLOWED
STOP_PLAY_SCAN (OX4E) ALLOWED
UNDEFINED_CDB (OX4F) ALLOWED
XDWRITE10 (0X50) ALLOWED
XPWRITE10 (0x51) ALLOWED
XDREAD10 (0x52) ALLOWED
XDWRITucRead10 (0X53) ALLOWED
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SEND_OPC_INFORMATION (0x54) ALLOWED
MODE_SELECT10 (0x55) ALLOWED
RESERVE_UNIT10 (0X56) ALLOWED
RELEASE_UNIT10 (0X57) ALLOWED
REPAIR_TRACK (0x58) ALLOWED
UNDEFINED_CDB (0x59) ALLOWED
MODE_SENSE10 (OX5A) ALLOWED
CLOSE_TRACK_SESSION (0X5B) ALLOWED
READ_BUFFER_CAPACITY (0X5C) ALLOWED
SEND_CUE_SHEET (0X5D) ALLOWED
PERSISTENT_RESERVE_IN (OX5E) ALLOWED
PERSISTENT_RESERVE_OUT (0X5F) ALLOWED
UNDEFINED_CDB (0x60) ALLOWED
UNDEFINED_CDB (0x61) ALLOWED
UNDEFINED_CDB (0x62) ALLOWED
UNDEFINED_CDB (0x63) ALLOWED
UNDEFINED_CDB (0x64) ALLOWED
UNDEFINED_CDB (0X65) ALLOWED
UNDEFINED_CDB (0X66) ALLOWED
UNDEFINED_CDB (0X67) ALLOWED
UNDEFINED_CDB (0x68) ALLOWED
UNDEFINED_CDB (0x69) ALLOWED
UNDEFINED_CDB (OX6A) ALLOWED
UNDEFINED_CDB (0X6B) ALLOWED
UNDEFINED_CDB (0X6C) ALLOWED
UNDEFINED_CDB (0x6D) ALLOWED
UNDEFINED_CDB (OX6E) ALLOWED
UNDEFINED_CDB (OX6F) ALLOWED
UNDEFINED_CDB (0x70) ALLOWED
UNDEFINED_CDB (0x71) ALLOWED
UNDEFINED_CDB (0x72) ALLOWED
UNDEFINED_CDB (0x73) ALLOWED
UNDEFINED_CDB (0x74) ALLOWED
UNDEFINED_CDB (0X75) ALLOWED
UNDEFINED_CDB (0x76) ALLOWED
UNDEFINED_CDB (0x77) ALLOWED
UNDEFINED_CDB (0x78) ALLOWED
UNDEFINED_CDB (0x79) ALLOWED
UNDEFINED_CDB (OX7A) ALLOWED
UNDEFINED_CDB (0X7B) ALLOWED
UNDEFINED_CDB (0x7C) ALLOWED
UNDEFINED_CDB (0X7D) ALLOWED
UNDEFINED_CDB (OX7E) ALLOWED
UNDEFINED_CDB (OX7F) ALLOWED
XDWRITE_EXTENDED  (0x80) ALLOWED
REBUILD (0x81) ALLOWED
REGENERATE (0x82) ALLOWED
EXTENDED_COPY (0x83) ALLOWED
RECEIVE_COPY_RESULTS (0x84) ALLOWED
ATA_PASSTHROUGH16  (0x85) ALLOWED
ACCESS_CONTROL_IN  (0x86) ALLOWED
ACCESS_CONTROL_OUT  (0x87) ALLOWED
READ16 (0x88) ALLOWED
UNDEFINED_CDB (0x89) ALLOWED
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WRITE16 (OX8A) ALLOWED
UNDEFINED_CDB (0x8B) ALLOWED
READ_ATTRIBUTE (0x8C) ALLOWED
WRITE_ATTRIBUTE  (0x8D) ALLOWED
WRITE_AND_VERIFY16 (OX8E) ALLOWED
VERIFY16 (OX8F) ALLOWED
PRE-FETCH16 (0x90) ALLOWED
SYNCHRONIZE_CACHE16 (0x91) ALLOWED
LOCK-UNLOCK CACHE ~ (0x92) ALLOWED
WRITE_SAME16 (0x93) ALLOWED
UNDEFINED_CDB (0x94) ALLOWED
UNDEFINED_CDB (0x95) ALLOWED
UNDEFINED_CDB (0x96) ALLOWED
UNDEFINED_CDB (0x97) ALLOWED
UNDEFINED_CDB (0x98) ALLOWED
UNDEFINED_CDB (0x99) ALLOWED
UNDEFINED_CDB (0X9A) ALLOWED
UNDEFINED_CDB (0x9B) ALLOWED
UNDEFINED_CDB (0x9C) ALLOWED
UNDEFINED_CDB (0x9D) ALLOWED
UNDEFINED_CDB (OX9E) ALLOWED
UNDEFINED_CDB (0X9F) ALLOWED
REPORT_LUNS (0XA0) ALLOWED
ATA_PASSTHROUGH12  (0xAl) ALLOWED
SEND_EVENT (0XA2) ALLOWED
SEND_KEY (OXA3) ALLOWED
REPORT_KEY (0xA4) ALLOWED
MOVE_MEDIUM (OXA5) ALLOWED
LOAD_UNLOAD_SLOT  (OxA6) ALLOWED
SET_READ_AHEAD (0XA7) ALLOWED
READ12 (OXA8) ALLOWED
UNDEFINED_CDB (0XA9) ALLOWED
WRITE12 (OXAA) ALLOWED
UNDEFINED_CDB (OXAB) ALLOWED
ERASE12 (OXAC) ALLOWED
READ DVD_STRUCTURE (OXAD) ALLOWED
WRITE_AND_VERIFY12  (OXAE) ALLOWED
VERIFY12 (OXAF) ALLOWED
SEARCH_DATA HIGH12  (0OxBO) ALLOWED
SEARCH_DATA_EQUAL12 (0OxB1) ALLOWED
SEARCH_DATA_LOW12  (0xB2) ALLOWED
SET_LIMITS12 (0xB3) ALLOWED
READ_ELEMENT_STATUS_AT (0xB4) ALLOWED
REQUEST_VOL_ELEMENT (OxB5) ALLOWED
SEND_VOLUME_TAG  (0xB6) ALLOWED
READ DEFECT_DATA12 (0xB7) ALLOWED
READ_ELEMENT_STATUS (0xBS) ALLOWED
READ_CD_MSF12 (0xB9) ALLOWED
SCAN12 (OXBA) ALLOWED
SET_CDROM_SPEED12  (0xBB) ALLOWED
PLAY_CD12 (0XBC) ALLOWED
MECHANISM_STATUS  (0xBD) ALLOWED
READ_CD12 (OXBE) ALLOWED
SEND_DVD_STRUCTURE  (OXBF) ALLOWED
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VENDOR_SPECIFIC_CDB _ (0xC0) ALLOWED
VENDOR_SPECIFIC_CDB  (0xC1) ALLOWED
VENDOR_SPECIFIC_CDB (0xC2) ALLOWED
VENDOR_SPECIFIC_CDB (0xC3) ALLOWED
VENDOR_SPECIFIC_CDB (0xC4) ALLOWED
VENDOR_SPECIFIC_CDB  (0xC5) ALLOWED
VENDOR_SPECIFIC_CDB (0xC6) ALLOWED
VENDOR_SPECIFIC_CDB (0xC7) ALLOWED
VENDOR_SPECIFIC_CDB (0xC8) ALLOWED
VENDOR_SPECIFIC_CDB  (0xC9) ALLOWED
VENDOR_SPECIFIC_CDB  (0xCA) ALLOWED
VENDOR_SPECIFIC_CDB (0xCB) ALLOWED
VENDOR_SPECIFIC_CDB (0xCC) ALLOWED
VENDOR_SPECIFIC_CDB (0xCD) ALLOWED
VENDOR_SPECIFIC_CDB (0xCE) ALLOWED
VENDOR_SPECIFIC_CDB  (0xCF) ALLOWED
VENDOR_SPECIFIC_CDB  (0xDO) ALLOWED
VENDOR_SPECIFIC_CDB (0xD1) ALLOWED
VENDOR_SPECIFIC_CDB (0xD2) ALLOWED
VENDOR_SPECIFIC_CDB (0xD3) ALLOWED
VENDOR_SPECIFIC_CDB (0xD4) ALLOWED
VENDOR_SPECIFIC_CDB  (0xD5) ALLOWED
VENDOR_SPECIFIC_CDB (0xD6) ALLOWED
VENDOR_SPECIFIC_CDB (0xD7) ALLOWED
VENDOR_SPECIFIC_CDB (0xD8) ALLOWED
VENDOR_SPECIFIC_CDB  (0xD9) ALLOWED
VENDOR_SPECIFIC_CDB  (0xDA) ALLOWED
VENDOR_SPECIFIC_CDB (0xDB) ALLOWED
VENDOR_SPECIFIC_CDB (0xDC) ALLOWED
VENDOR_SPECIFIC_CDB (0xDD) ALLOWED
VENDOR_SPECIFIC_CDB  (0xDE) ALLOWED
VENDOR_SPECIFIC_CDB  (0xDF) ALLOWED
VENDOR_SPECIFIC_CDB  (0XEO) ALLOWED
VENDOR_SPECIFIC_CDB (0xE1) ALLOWED
VENDOR_SPECIFIC_CDB (0xE2) ALLOWED
VENDOR_SPECIFIC_CDB (0xE3) ALLOWED
VENDOR_SPECIFIC_CDB (0xE4) ALLOWED
VENDOR_SPECIFIC_CDB  (0XE5) ALLOWED
VENDOR_SPECIFIC_CDB (OXE6) ALLOWED
VENDOR_SPECIFIC_CDB (0xE7) ALLOWED
VENDOR_SPECIFIC_CDB (0xES) ALLOWED
VENDOR_SPECIFIC_CDB  (0xE9) ALLOWED
VENDOR_SPECIFIC_CDB (0xEA) ALLOWED
VENDOR_SPECIFIC_CDB (0xEB) ALLOWED
VENDOR_SPECIFIC_CDB (0xEC) ALLOWED
VENDOR_SPECIFIC_CDB (OxED) ALLOWED
VENDOR_SPECIFIC_CDB (0xEE) ALLOWED
VENDOR_SPECIFIC_CDB (0xEF) ALLOWED
VENDOR_SPECIFIC_CDB  (0xFO) ALLOWED
VENDOR_SPECIFIC_CDB  (0xF1) ALLOWED
VENDOR_SPECIFIC_CDB (0xF2) ALLOWED
VENDOR_SPECIFIC_CDB  (0xF3) ALLOWED
VENDOR_SPECIFIC_CDB  (0xF4) ALLOWED
VENDOR_SPECIFIC_CDB  (0xF5) ALLOWED
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VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB

IRP_MJ_SHUTDOWN
IRP_MJ_LOCK_CONTROL
IRP_MJ_CLEANUP

IRP_MJ_CREATE_MAILSLOT
IRP_MJ_QUERY_SECURITY

IRP_MJ_SET_SECURITY
IRP_MJ_POWER

IRP_MJ_SYSTEM_CONTROL
IRP_MJ_DEVICE_CHANGE

IRP_MJ_QUERY_QUOTA
IRP_MJ_SET_QUOTA
IRP_MJ_PNP

ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED

(OxF6)
(OXF7)
(OxF8)
(OxF9)
(OXFA)
(OXFB)
(OXFC)
(OXFD)
(OXFE)
(OXFF)

(0x10) ALLOWED
(0x11) ALLOWED
(0x12) ALLOWED
(0x13) ALLOWED
(0x14) ALLOWED
(0x15) ALLOWED
(0x16) ALLOWED

(0x18) ALLOWED
(0x19) ALLOWED
(0x1A) ALLOWED

(0x1B) ALLOWED

(0x17) ALLOWED

kkkkkkkkkkkkkkkkkk T1EEST'F?EEESLJL;rES E;LJ“A“A/\FQ\{ *kkkkkkkkk

Test Category Allowed Blocked

Read IRP's .......ccuu...... 4 0
Write IRP's ............... 8 0
Other IRP's ... 15 0

Read CDB's ................ 27 0
Write CDB's ................ 34 0
Other CDB's ................ 62 0
Vendor SPecific CDB's ...... 80 0
Undefined CDB's............. 53 0

Testing device ¥¥.¥PhysicalDrive3
Device is software WRITE PROTECTED

IRP Function Code Result

IRP_MJ_CREATE

IRP_MJ_CREATE_NAMED_PIPE

IRP_MJ_CLOSE
IRP_MJ_READ
IRP_MJ_WRITE

IRP_MJ_QUERY_INFORMATION
IRP_MJ_SET_INFORMATION

IRP_MJ_QUERY_EA
IRP_MJ_SET_EA

IRP_MJ_FLUSH_BUFFERS
IRP_MJ_QUERY_VOLUME_INFORMATION (Ox0A) ALLOWED

(0x00) BLOCKED

(0x02) ALLOWED

(0x03) ALLOWED

(0x04) BLOCKED

(0x06) BLOCKED
(0x07) ALLOWED
(0x08) BLOCKED
(0x09) BLOCKED

(0x01) ALLOWED

(0x05) ALLOWED

*kkkkkk

27
34
62
80
53
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IRP_MJ_SET_VOLUME_INFORAMATION (0x0B) BLOCKED

IRP_MJ_DIRECTORY_CONTROL (0x0C) ALLOWED
IRP_MJ_FILE_SYSTEM_CONTROL  (0xOD) ALLOWED
IRP_MJ_DEVICE_CONTROL (OXOE) ALLOWED
IRP_MJ_SCSI (OXOF)

SCSI Operation Opcode

TEST_UNIT_READY  (0x00) ALLOWED
REWIND (0x01) ALLOWED
VENDOR_SPECIFIC_CDB  (0x02) BLOCKED
REQUEST_SENSE (0x03) ALLOWED
FORMAT_UNIT (0x04) BLOCKED
READ_BLOCK_LIMITS  (0x05) ALLOWED
VENDOR_SPECIFIC_CDB  (0x06) BLOCKED
REASSIGN_BLOCKS  (0x07) BLOCKED
READ6 (0x08) ALLOWED
VENDOR_SPECIFIC_CDB  (0x09) BLOCKED
WRITE6 (OXOA) BLOCKED

SEEK6 (OXOB) ALLOWED
VENDOR_SPECIFIC_CDB (0x0C) BLOCKED
VENDOR_SPECIFIC_CDB  (0x0D) BLOCKED
VENDOR_SPECIFIC_CDB (0xOE) BLOCKED
READ_REVERSE6 (0XOF) BLOCKED
WRITE_FILEMARKS  (0x10) BLOCKED
SPACE (0x11) BLOCKED

INQUIRY (0x12) ALLOWED

VERIFY6 (0x13) ALLOWED
RECOVER_BUF DATA  (0x14) BLOCKED
MODE_SELECT (0x15) ALLOWED
RESERVE_UNIT (0x16) ALLOWED
RELEASE_UNIT (0x17) ALLOWED
COPY (0x18) BLOCKED

ERASE (0x19) BLOCKED
MODE_SENSE (OX1A) ALLOWED
START_STOP_UNIT  (0x1B) ALLOWED
RECEIVE_DIAGNOSTIC ~ (0x1C) ALLOWED
SEND_DIAGNOSTIC  (0x1D) ALLOWED
MEDIUM_REMOVAL (OX1E) ALLOWED
UNDEFINED_CDB (OX1F) BLOCKED
VENDOR_SPECIFIC_CDB  (0x20) BLOCKED
VENDOR_SPECIFIC_CDB (0x21) BLOCKED
VENDOR_SPECIFIC_CDB  (0x22) BLOCKED
VENDOR_SPECIFIC_CDB (0x23) BLOCKED
SET_WINDOW (0x24) ALLOWED
READ_CAPACITY (0x25) ALLOWED
VENDOR_SPECIFIC_CDB  (0x26) BLOCKED
VENDOR_SPECIFIC_CDB  (0x27) BLOCKED
READ10 (0x28) ALLOWED
READ_GENERATION  (0x29) ALLOWED
WRITE10 (0x2A) BLOCKED

SEEK10 (0x2B) ALLOWED
ERASE10 (0x2C) BLOCKED
VENDOR_SPECIFIC_CDB (0x2D) BLOCKED
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WRITE_AND_VERIFY10 (Ox2E) BLOCKED
VERIFY (0X2F) ALLOWED
SEARCH_DATA_HIGH  (0x30) ALLOWED
SEARCH_DATA_EQUAL  (0x31) ALLOWED
SEARCH_DATA_LOW  (0x32) ALLOWED
SET_LIMITS (0x33) ALLOWED
READ_POSITION (0x34) ALLOWED
SYNCHRONIZE_CACHE  (0x35) BLOCKED
LOCK_UNLOCK_CACHE  (0x36) ALLOWED
READ DEFECT_DATA  (0x37) ALLOWED
MEDIUM_SCAN (0x38) ALLOWED
COMPARE (0x39) ALLOWED
COPY_COMPARE (Ox3A) BLOCKED
WRITE_DATA_BUFF  (0x3B) BLOCKED
READ_DATA_BUFF (0x3C) ALLOWED
UNDEFINED_CDB (0x3D) BLOCKED
READ_LONG10 (OX3E) ALLOWED
WRITE_LONG10 (0X3F) BLOCKED
CHANGE_DEFINITION  (0x40) ALLOWED
WRITE_SAME10 (0x41) BLOCKED
READ _SUB_CHANNEL  (0x42) ALLOWED
READ_TOC (0x43) ALLOWED
READ_HEADER (0x44) ALLOWED
PLAY_AUDIO (0x45) ALLOWED
GET_CONFIGURATION  (0x46) ALLOWED
PLAY_AUDIO_MSF (0x47) ALLOWED
PLAY_TRACK_INDEX  (0x48) ALLOWED
PLAY_TRACK_RELATIVE (0x49) ALLOWED
GET_EVENT_STATUS  (Ox4A) ALLOWED
PAUSE_RESUME (0x4B) ALLOWED
LOG_SELECT (0X4C) ALLOWED
LOG_SENSE (0x4D) ALLOWED
STOP_PLAY_SCAN (OX4E) ALLOWED
UNDEFINED_CDB (OX4F) BLOCKED
XDWRITE10 (0X50) BLOCKED
XPWRITE10 (0x51) BLOCKED
XDREAD10 (0x52) ALLOWED
XDWRITucRead10 (0x53) BLOCKED
SEND_OPC_INFORMATION  (0x54) ALLOWED
MODE_SELECT10 (0X55) ALLOWED
RESERVE_UNIT10 (0X56) ALLOWED
RELEASE_UNIT10 (0X57) ALLOWED
REPAIR_TRACK (0x58) BLOCKED
UNDEFINED_CDB (0X59) BLOCKED
MODE_SENSE10 (OX5A) ALLOWED
CLOSE_TRACK_SESSION (0X5B) BLOCKED
READ_BUFFER_CAPACITY (0xX5C) ALLOWED
SEND_CUE_SHEET (0X5D) BLOCKED
PERSISTENT_RESERVE_IN (OX5E) ALLOWED
PERSISTENT_RESERVE_OUT (0X5F) ALLOWED
UNDEFINED_CDB (0x60) BLOCKED
UNDEFINED_CDB (0x61) BLOCKED
UNDEFINED_CDB (0x62) BLOCKED
UNDEFINED_CDB (0x63) BLOCKED
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UNDEFINED_CDB (0x64) BLOCKED
UNDEFINED_CDB (0X65) BLOCKED
UNDEFINED_CDB (0X66) BLOCKED
UNDEFINED_CDB (0X67) BLOCKED
UNDEFINED_CDB (0x68) BLOCKED
UNDEFINED_CDB (0x69) BLOCKED
UNDEFINED_CDB (OX6A) BLOCKED
UNDEFINED_CDB (0X6B) BLOCKED
UNDEFINED_CDB (0X6C) BLOCKED
UNDEFINED_CDB (0x6D) BLOCKED
UNDEFINED_CDB (OX6E) BLOCKED
UNDEFINED_CDB (OX6F) BLOCKED
UNDEFINED_CDB (0x70) BLOCKED
UNDEFINED_CDB (0x71) BLOCKED
UNDEFINED_CDB (0x72) BLOCKED
UNDEFINED_CDB (0x73) BLOCKED
UNDEFINED_CDB (0x74) BLOCKED
UNDEFINED_CDB (0X75) BLOCKED
UNDEFINED_CDB (0x76) BLOCKED
UNDEFINED_CDB (0x77) BLOCKED
UNDEFINED_CDB (0x78) BLOCKED
UNDEFINED_CDB (0x79) BLOCKED
UNDEFINED_CDB (OX7A) BLOCKED
UNDEFINED_CDB (0X7B) BLOCKED
UNDEFINED_CDB (0x7C) BLOCKED
UNDEFINED_CDB (0X7D) BLOCKED
UNDEFINED_CDB (OX7E) BLOCKED
UNDEFINED_CDB (OX7F) BLOCKED
XDWRITE_EXTENDED  (0x80) BLOCKED
REBUILD (0x81) BLOCKED
REGENERATE (0x82) BLOCKED
EXTENDED_COPY (0x83) BLOCKED
RECEIVE_COPY_RESULTS (0x84) ALLOWED
ATA_PASSTHROUGH16  (0x85) BLOCKED
ACCESS_CONTROL_IN  (0x86) ALLOWED
ACCESS_CONTROL_OUT  (0x87) ALLOWED
READ16 (0x88) ALLOWED
UNDEFINED_CDB (0x89) BLOCKED
WRITE16 (0X8A) BLOCKED
UNDEFINED_CDB (0x8B) BLOCKED
READ_ATTRIBUTE (0x8C) ALLOWED
WRITE_ATTRIBUTE  (0x8D) BLOCKED
WRITE_AND_VERIFY16 (OX8E) BLOCKED
VERIFY16 (0X8F) ALLOWED
PRE-FETCH16 (0x90) ALLOWED
SYNCHRONIZE_CACHE16 (0x91) BLOCKED
LOCK-UNLOCK CACHE  (0x92) ALLOWED
WRITE_SAME16 (0x93) BLOCKED
UNDEFINED_CDB (0x94) BLOCKED
UNDEFINED_CDB (0x95) BLOCKED
UNDEFINED_CDB (0x96) BLOCKED
UNDEFINED_CDB (0x97) BLOCKED
UNDEFINED_CDB (0x98) BLOCKED
UNDEFINED_CDB (0x99) BLOCKED
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UNDEFINED_CDB (OX9A) BLOCKED
UNDEFINED_CDB (0x9B) BLOCKED
UNDEFINED_CDB (0x9C) BLOCKED
UNDEFINED_CDB (0x9D) BLOCKED
UNDEFINED_CDB (OX9E) BLOCKED
UNDEFINED_CDB (0X9F) BLOCKED
REPORT_LUNS (0XA0) ALLOWED
ATA_PASSTHROUGH12  (0xAl) BLOCKED
SEND_EVENT (0xA2) BLOCKED
SEND_KEY (OXA3) ALLOWED
REPORT_KEY (0xA4) ALLOWED
MOVE_MEDIUM (OXA5) ALLOWED
LOAD_UNLOAD_SLOT  (OxA6) ALLOWED
SET_READ_AHEAD (0XA7) ALLOWED
READ12 (OXA8) ALLOWED
UNDEFINED_CDB (0XA9) BLOCKED
WRITE12 (OXAA) BLOCKED
UNDEFINED_CDB (OXAB) BLOCKED
ERASE12 (OXAC) BLOCKED
READ DVD_STRUCTURE (OXAD) ALLOWED
WRITE_AND_VERIFY12  (OXAE) BLOCKED
VERIFY12 (OXAF) ALLOWED
SEARCH_DATA HIGH12  (0OxBO) ALLOWED
SEARCH_DATA_EQUAL12 (0OxB1) ALLOWED
SEARCH_DATA_LOW12  (0xB2) ALLOWED
SET_LIMITS12 (0xB3) ALLOWED
READ_ELEMENT_STATUS_AT (0xB4) ALLOWED
REQUEST_VOL_ELEMENT (OxB5) BLOCKED
SEND_VOLUME_TAG  (0xB6) ALLOWED
READ DEFECT_DATA12 (0xB7) ALLOWED
READ_ELEMENT_STATUS (0xBS) ALLOWED
READ_CD_MSF12 (0xB9) ALLOWED
SCAN12 (OXBA) ALLOWED
SET_CDROM_SPEED12  (0xBB) ALLOWED
PLAY_CD12 (0XBC) ALLOWED
MECHANISM_STATUS  (0xBD) ALLOWED
READ_CD12 (OXBE) ALLOWED
SEND_DVD_STRUCTURE  (OXBF) ALLOWED
VENDOR_SPECIFIC_CDB  (0xCO) BLOCKED
VENDOR_SPECIFIC_CDB (0xC1) BLOCKED
VENDOR_SPECIFIC_CDB  (0xC2) BLOCKED
VENDOR_SPECIFIC_CDB (0xC3) BLOCKED
VENDOR_SPECIFIC_CDB (0xC4) BLOCKED
VENDOR_SPECIFIC_CDB (0xC5) BLOCKED
VENDOR_SPECIFIC_CDB  (0xC6) BLOCKED
VENDOR_SPECIFIC_CDB (0xC7) BLOCKED
VENDOR_SPECIFIC_CDB (0xC8) BLOCKED
VENDOR_SPECIFIC_CDB  (0xC9) BLOCKED
VENDOR_SPECIFIC_CDB  (0xCA) BLOCKED
VENDOR_SPECIFIC_CDB  (0xCB) BLOCKED
VENDOR_SPECIFIC_CDB (0xCC) BLOCKED
VENDOR_SPECIFIC_CDB (0xCD) BLOCKED
VENDOR_SPECIFIC_CDB  (0xCE) BLOCKED
VENDOR_SPECIFIC_CDB  (0xCF) BLOCKED
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VENDOR_SPECIFIC_CDB _ (0xDO) BLOCKED
VENDOR_SPECIFIC_CDB (0xD1) BLOCKED
VENDOR_SPECIFIC_CDB (0xD2) BLOCKED
VENDOR_SPECIFIC_CDB (0xD3) BLOCKED
VENDOR_SPECIFIC_CDB (0xD4) BLOCKED
VENDOR_SPECIFIC_CDB  (0xD5) BLOCKED
VENDOR_SPECIFIC_CDB (0xD6) BLOCKED
VENDOR_SPECIFIC_CDB (0xD7) BLOCKED
VENDOR_SPECIFIC_CDB (0xD8) BLOCKED
VENDOR_SPECIFIC_CDB  (0xD9) BLOCKED
VENDOR_SPECIFIC_CDB  (0xDA) BLOCKED
VENDOR_SPECIFIC_CDB (0xDB) BLOCKED
VENDOR_SPECIFIC_CDB (0xDC) BLOCKED
VENDOR_SPECIFIC_CDB (0xDD) BLOCKED
VENDOR_SPECIFIC_CDB (0xDE) BLOCKED
VENDOR_SPECIFIC_CDB  (0xDF) BLOCKED
VENDOR_SPECIFIC_CDB  (0XEO) BLOCKED
VENDOR_SPECIFIC_CDB (0xE1) BLOCKED
VENDOR_SPECIFIC_CDB (0xE2) BLOCKED
VENDOR_SPECIFIC_CDB (0xE3) BLOCKED
VENDOR_SPECIFIC_CDB (0xE4) BLOCKED
VENDOR_SPECIFIC_CDB  (0XE5) BLOCKED
VENDOR_SPECIFIC_CDB (OXE6) BLOCKED
VENDOR_SPECIFIC_CDB (0xE7) BLOCKED
VENDOR_SPECIFIC_CDB (0xES) BLOCKED
VENDOR_SPECIFIC_CDB  (0xE9) BLOCKED
VENDOR_SPECIFIC_CDB (0xEA) BLOCKED
VENDOR_SPECIFIC_CDB (0xEB) BLOCKED
VENDOR_SPECIFIC_CDB  (0xEC) BLOCKED
VENDOR_SPECIFIC_CDB (OxED) BLOCKED
VENDOR_SPECIFIC_CDB (0xEE) BLOCKED
VENDOR_SPECIFIC_CDB (0xEF) BLOCKED
VENDOR_SPECIFIC_CDB  (0xFO) BLOCKED
VENDOR_SPECIFIC_CDB  (0xF1) BLOCKED
VENDOR_SPECIFIC_CDB  (0xF2) BLOCKED
VENDOR_SPECIFIC_CDB  (0xF3) BLOCKED
VENDOR_SPECIFIC_CDB  (0xF4) BLOCKED
VENDOR_SPECIFIC_CDB  (0xF5) BLOCKED
VENDOR_SPECIFIC_CDB  (0xF6) BLOCKED
VENDOR_SPECIFIC_CDB  (0xF7) BLOCKED
VENDOR_SPECIFIC_CDB  (0xF8) BLOCKED
VENDOR_SPECIFIC_CDB  (0xF9) BLOCKED
VENDOR_SPECIFIC_CDB (0xFA) BLOCKED
VENDOR_SPECIFIC_CDB (0xFB) BLOCKED
VENDOR_SPECIFIC_CDB  (0xFC) BLOCKED
VENDOR_SPECIFIC_CDB  (0xFD) BLOCKED
VENDOR_SPECIFIC_CDB (0xFE) BLOCKED
VENDOR_SPECIFIC_CDB  (0xFF) BLOCKED
IRP_MJ_SHUTDOWN (0x10) ALLOWED
IRP_MJ_LOCK_CONTROL (0x11) ALLOWED
IRP_MJ_CLEANUP (0x12) ALLOWED
IRP_MJ_CREATE_MAILSLOT (0x13) ALLOWED
IRP_MJ_QUERY_SECURITY (0x14) ALLOWED
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IRP_MJ_SET SECURITY (0x15) BLOCKED
IRP_MJ POWER (0x16) ALLOWED
IRP_MJ_SYSTEM_CONTROL (0x17) ALLOWED
IRP_MJ_DEVICE_CHANGE (0x18) ALLOWED
IRP_MJ_QUERY_QUOTA (0x19) ALLOWED
IRP_MJ_SET_QUOTA (0x1A) BLOCKED
IRP_MJ_PNP (0x1B) ALLOWED
*kkkkkkkkkkkkkkkkk TEST RESU LTS SUMMARY *kkkkkkkkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP's .......ccuu...... 4 0 4
Write IRP's ............... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ......ccuu...... 0 34 34
Other CDB's ................ 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53

Testing device ¥¥.¥PhysicalDrive4
Device is software WRITE PROTECTED

IRP Function Code Result
IRP_MJ_CREATE (0x00) BLOCKED
IRP_MJ_CREATE_NAMED_PIPE (0x01) ALLOWED
IRP_MJ_CLOSE (0x02) ALLOWED
IRP_MJ_READ (0x03) ALLOWED
IRP_MJ WRITE (0x04) BLOCKED
IRP_MJ_QUERY_INFORMATION (0x05) ALLOWED
IRP_MJ_SET_INFORMATION (0x06) BLOCKED
IRP_MJ_QUERY_EA (0x07) ALLOWED
IRP_MJ _SET_EA (0x08) BLOCKED
IRP_MJ_FLUSH BUFFERS (0x09) BLOCKED

IRP_MJ_QUERY_VOLUME_INFORMATION (0x0A) ALLOWED
IRP_MJ_SET_VOLUME_INFORAMATION (0XOB) BLOCKED

IRP_MJ_DIRECTORY_CONTROL (0X0C) ALLOWED
IRP_MJ_FILE_SYSTEM_CONTROL  (0xOD) ALLOWED
IRP_MJ_DEVICE_CONTROL (OXOE) ALLOWED
IRP_MJ_SCSI (OXOF)

SCSI Operation Opcode

TEST_UNIT_READY  (0x00) ALLOWED
REWIND (0x01) ALLOWED
VENDOR_SPECIFIC_CDB  (0x02) BLOCKED
REQUEST_SENSE (0x03) ALLOWED
FORMAT_UNIT (0x04) BLOCKED
READ_BLOCK_LIMITS  (0x05) ALLOWED
VENDOR_SPECIFIC_CDB  (0x06) BLOCKED
REASSIGN_BLOCKS  (0x07) BLOCKED
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READ6 (0x08) ALLOWED
VENDOR_SPECIFIC_CDB  (0x09) BLOCKED
WRITE6 (OXOA) BLOCKED

SEEK6 (OXOB) ALLOWED
VENDOR_SPECIFIC_CDB (0x0C) BLOCKED
VENDOR_SPECIFIC_CDB  (0xOD) BLOCKED
VENDOR_SPECIFIC_CDB  (0xOE) BLOCKED
READ_REVERSE6 (0XOF) BLOCKED
WRITE_FILEMARKS  (0x10) BLOCKED
SPACE (0x11) BLOCKED

INQUIRY (0x12) ALLOWED

VERIFY6 (0x13) ALLOWED
RECOVER_BUF DATA  (0x14) BLOCKED
MODE_SELECT (0x15) ALLOWED
RESERVE_UNIT (0x16) ALLOWED
RELEASE_UNIT (0x17) ALLOWED
COPY (0x18) BLOCKED

ERASE (0x19) BLOCKED
MODE_SENSE (OX1A) ALLOWED
START_STOP_UNIT  (0x1B) ALLOWED
RECEIVE_DIAGNOSTIC ~ (0x1C) ALLOWED
SEND_DIAGNOSTIC  (0x1D) ALLOWED
MEDIUM_REMOVAL (OX1E) ALLOWED
UNDEFINED_CDB (OX1F) BLOCKED
VENDOR_SPECIFIC_CDB  (0x20) BLOCKED
VENDOR_SPECIFIC_CDB (0x21) BLOCKED
VENDOR_SPECIFIC_CDB  (0x22) BLOCKED
VENDOR_SPECIFIC_CDB (0x23) BLOCKED
SET_WINDOW (0x24) ALLOWED
READ_CAPACITY (0x25) ALLOWED
VENDOR_SPECIFIC_CDB  (0x26) BLOCKED
VENDOR_SPECIFIC_CDB  (0x27) BLOCKED
READ10 (0x28) ALLOWED
READ_GENERATION  (0x29) ALLOWED
WRITE10 (0x2A) BLOCKED

SEEK10 (0x2B) ALLOWED
ERASE10 (0x2C) BLOCKED
VENDOR_SPECIFIC_CDB (0x2D) BLOCKED
WRITE_AND_VERIFY10  (OX2E) BLOCKED
VERIFY (0X2F) ALLOWED
SEARCH_DATA_HIGH  (0x30) ALLOWED
SEARCH_DATA_EQUAL  (0x31) ALLOWED
SEARCH_DATA_LOW  (0x32) ALLOWED
SET_LIMITS (0x33) ALLOWED
READ_POSITION (0x34) ALLOWED
SYNCHRONIZE_CACHE  (0x35) BLOCKED
LOCK_UNLOCK_CACHE  (0x36) ALLOWED
READ DEFECT _DATA  (0x37) ALLOWED
MEDIUM_SCAN (0x38) ALLOWED
COMPARE (0x39) ALLOWED
COPY_COMPARE (0X3A) BLOCKED
WRITE_DATA_BUFF  (0x3B) BLOCKED
READ DATA_BUFF (0x3C) ALLOWED
UNDEFINED_CDB (0x3D) BLOCKED
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READ_LONG10 (OX3E) ALLOWED
WRITE_LONG10 (0X3F) BLOCKED
CHANGE_DEFINITION  (0x40) ALLOWED
WRITE_SAME10 (0x41) BLOCKED
READ _SUB_CHANNEL  (0x42) ALLOWED
READ_TOC (0x43) ALLOWED
READ_HEADER (0x44) ALLOWED
PLAY_AUDIO (0x45) ALLOWED
GET_CONFIGURATION  (0x46) ALLOWED
PLAY_AUDIO_MSF (0x47) ALLOWED
PLAY_TRACK_INDEX  (0x48) ALLOWED
PLAY_TRACK_RELATIVE (0x49) ALLOWED
GET_EVENT_STATUS  (Ox4A) ALLOWED
PAUSE_RESUME (0x4B) ALLOWED
LOG_SELECT (0x4C) ALLOWED
LOG_SENSE (0x4D) ALLOWED
STOP_PLAY_SCAN (OX4E) ALLOWED
UNDEFINED_CDB (OX4F) BLOCKED
XDWRITE10 (0X50) BLOCKED
XPWRITE10 (0x51) BLOCKED
XDREAD10 (0x52) ALLOWED
XDWRITucRead10 (0x53) BLOCKED
SEND_OPC_INFORMATION  (0x54) ALLOWED
MODE_SELECT10 (0X55) ALLOWED
RESERVE_UNIT10 (0X56) ALLOWED
RELEASE_UNIT10 (0X57) ALLOWED
REPAIR_TRACK (0x58) BLOCKED
UNDEFINED_CDB (0X59) BLOCKED
MODE_SENSE10 (OX5A) ALLOWED
CLOSE_TRACK_SESSION (0X5B) BLOCKED
READ_BUFFER_CAPACITY (0X5C) ALLOWED
SEND_CUE_SHEET (0X5D) BLOCKED
PERSISTENT_RESERVE_IN (OX5E) ALLOWED
PERSISTENT_RESERVE_OUT (0X5F) ALLOWED
UNDEFINED_CDB (0x60) BLOCKED
UNDEFINED_CDB (0x61) BLOCKED
UNDEFINED_CDB (0x62) BLOCKED
UNDEFINED_CDB (0x63) BLOCKED
UNDEFINED_CDB (0x64) BLOCKED
UNDEFINED_CDB (0X65) BLOCKED
UNDEFINED_CDB (0X66) BLOCKED
UNDEFINED_CDB (0X67) BLOCKED
UNDEFINED_CDB (0x68) BLOCKED
UNDEFINED_CDB (0x69) BLOCKED
UNDEFINED_CDB (OX6A) BLOCKED
UNDEFINED_CDB (0X6B) BLOCKED
UNDEFINED_CDB (0X6C) BLOCKED
UNDEFINED_CDB (0x6D) BLOCKED
UNDEFINED_CDB (OX6E) BLOCKED
UNDEFINED_CDB (OX6F) BLOCKED
UNDEFINED_CDB (0x70) BLOCKED
UNDEFINED_CDB (0x71) BLOCKED
UNDEFINED_CDB (0x72) BLOCKED
UNDEFINED_CDB (0x73) BLOCKED
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UNDEFINED_CDB (Ox74) BLOCKED
UNDEFINED_CDB (0X75) BLOCKED
UNDEFINED_CDB (0x76) BLOCKED
UNDEFINED_CDB (0x77) BLOCKED
UNDEFINED_CDB (0x78) BLOCKED
UNDEFINED_CDB (0x79) BLOCKED
UNDEFINED_CDB (OX7A) BLOCKED
UNDEFINED_CDB (0X7B) BLOCKED
UNDEFINED_CDB (0x7C) BLOCKED
UNDEFINED_CDB (0X7D) BLOCKED
UNDEFINED_CDB (OX7E) BLOCKED
UNDEFINED_CDB (OX7F) BLOCKED
XDWRITE_EXTENDED  (0x80) BLOCKED
REBUILD (0x81) BLOCKED
REGENERATE (0x82) BLOCKED
EXTENDED_COPY (0x83) BLOCKED
RECEIVE_COPY_RESULTS (0x84) ALLOWED
ATA_PASSTHROUGH16  (0x85) BLOCKED
ACCESS_CONTROL_IN  (0x86) ALLOWED
ACCESS_CONTROL_OUT  (0x87) ALLOWED
READ16 (0x88) ALLOWED
UNDEFINED_CDB (0x89) BLOCKED
WRITE16 (0X8A) BLOCKED
UNDEFINED_CDB (0x8B) BLOCKED
READ_ATTRIBUTE (0x8C) ALLOWED
WRITE_ATTRIBUTE  (0x8D) BLOCKED
WRITE_AND_VERIFY16 (OX8E) BLOCKED
VERIFY16 (OX8F) ALLOWED
PRE-FETCH16 (0x90) ALLOWED
SYNCHRONIZE_CACHE16 (0x91) BLOCKED
LOCK-UNLOCK CACHE ~ (0x92) ALLOWED
WRITE_SAME16 (0x93) BLOCKED
UNDEFINED_CDB (0x94) BLOCKED
UNDEFINED_CDB (0x95) BLOCKED
UNDEFINED_CDB (0x96) BLOCKED
UNDEFINED_CDB (0x97) BLOCKED
UNDEFINED_CDB (0x98) BLOCKED
UNDEFINED_CDB (0x99) BLOCKED
UNDEFINED_CDB (0X9A) BLOCKED
UNDEFINED_CDB (0x9B) BLOCKED
UNDEFINED_CDB (0x9C) BLOCKED
UNDEFINED_CDB (0x9D) BLOCKED
UNDEFINED_CDB (OX9E) BLOCKED
UNDEFINED_CDB (OX9F) BLOCKED
REPORT_LUNS (0XA0) ALLOWED
ATA_PASSTHROUGH12  (0xAl) BLOCKED
SEND_EVENT (0XA2) BLOCKED
SEND_KEY (OXA3) ALLOWED
REPORT_KEY (0xA4) ALLOWED
MOVE_MEDIUM (OXAB) ALLOWED
LOAD_UNLOAD_SLOT  (OxA6) ALLOWED
SET_READ_AHEAD (0XA7) ALLOWED
READ12 (OXA8) ALLOWED
UNDEFINED_CDB (OXA9) BLOCKED
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WRITE12 (OXAA) BLOCKED
UNDEFINED_CDB (OXAB) BLOCKED
ERASE12 (OXAC) BLOCKED

READ DVD_STRUCTURE (OXAD) ALLOWED
WRITE_AND_VERIFY12  (OXAE) BLOCKED
VERIFY12 (OXAF) ALLOWED
SEARCH_DATA_HIGH12  (0xBO) ALLOWED
SEARCH_DATA_EQUAL12 (0OxB1) ALLOWED
SEARCH_DATA_LOW12  (0xB2) ALLOWED
SET_LIMITS12 (0xB3) ALLOWED
READ_ELEMENT_STATUS_AT (0xB4) ALLOWED
REQUEST_VOL_ELEMENT (OxB5) BLOCKED
SEND_VOLUME_TAG  (0xB6) ALLOWED
READ DEFECT_DATA12 (0xB7) ALLOWED
READ_ELEMENT_STATUS (0xBS) ALLOWED
READ_CD_MSF12 (0xB9) ALLOWED
SCAN12 (OXBA) ALLOWED
SET_CDROM_SPEED12  (0xBB) ALLOWED
PLAY_CD12 (0XBC) ALLOWED
MECHANISM_STATUS  (0xBD) ALLOWED
READ_CD12 (OXBE) ALLOWED
SEND_DVD_STRUCTURE  (OXBF) ALLOWED
VENDOR_SPECIFIC_CDB  (0xCO) BLOCKED
VENDOR_SPECIFIC_CDB (0xC1) BLOCKED
VENDOR_SPECIFIC_CDB  (0xC2) BLOCKED
VENDOR_SPECIFIC_CDB (0xC3) BLOCKED
VENDOR_SPECIFIC_CDB (0xC4) BLOCKED
VENDOR_SPECIFIC_CDB (0xC5) BLOCKED
VENDOR_SPECIFIC_CDB (0xC6) BLOCKED
VENDOR_SPECIFIC_CDB (0xC7) BLOCKED
VENDOR_SPECIFIC_CDB (0xC8) BLOCKED
VENDOR_SPECIFIC_CDB  (0xC9) BLOCKED
VENDOR_SPECIFIC_CDB  (0xCA) BLOCKED
VENDOR_SPECIFIC_CDB  (0xCB) BLOCKED
VENDOR_SPECIFIC_CDB (0xCC) BLOCKED
VENDOR_SPECIFIC_CDB (0xCD) BLOCKED
VENDOR_SPECIFIC_CDB  (0xCE) BLOCKED
VENDOR_SPECIFIC_CDB  (0xCF) BLOCKED
VENDOR_SPECIFIC_CDB  (0xDO) BLOCKED
VENDOR_SPECIFIC_CDB (0xD1) BLOCKED
VENDOR_SPECIFIC_CDB (0xD2) BLOCKED
VENDOR_SPECIFIC_CDB (0xD3) BLOCKED
VENDOR_SPECIFIC_CDB (0xD4) BLOCKED
VENDOR_SPECIFIC_CDB (0xD5) BLOCKED
VENDOR_SPECIFIC_CDB  (0xD6) BLOCKED
VENDOR_SPECIFIC_CDB (0xD7) BLOCKED
VENDOR_SPECIFIC_CDB (0xD8) BLOCKED
VENDOR_SPECIFIC_CDB  (0xD9) BLOCKED
VENDOR_SPECIFIC_CDB  (0xDA) BLOCKED
VENDOR_SPECIFIC_CDB (0xDB) BLOCKED
VENDOR_SPECIFIC_CDB (0xDC) BLOCKED
VENDOR_SPECIFIC_CDB (0xDD) BLOCKED
VENDOR_SPECIFIC_CDB (0xDE) BLOCKED
VENDOR_SPECIFIC_CDB (0xDF) BLOCKED

y* o+, ), - . - w0 g(/012 $ &13




| "# $ I "4 % &'(

VENDOR_SPECIFIC_CDB (0xEO) BLOCKED
VENDOR_SPECIFIC_CDB (0xE1) BLOCKED
VENDOR_SPECIFIC_CDB (0xE2) BLOCKED
VENDOR_SPECIFIC_CDB (0xE3) BLOCKED
VENDOR_SPECIFIC_CDB (0xEA4) BLOCKED
VENDOR_SPECIFIC_CDB (0OxE5) BLOCKED
VENDOR_SPECIFIC_CDB (0OxE®6) BLOCKED
VENDOR_SPECIFIC_CDB (0xE7) BLOCKED
VENDOR_SPECIFIC_CDB (0OxES8) BLOCKED
VENDOR_SPECIFIC_CDB (0xE9) BLOCKED
VENDOR_SPECIFIC_CDB (0OxEA) BLOCKED
VENDOR_SPECIFIC_CDB (0xEB) BLOCKED
VENDOR_SPECIFIC_CDB (0xEC) BLOCKED
VENDOR_SPECIFIC_CDB (0xED) BLOCKED
VENDOR_SPECIFIC_CDB (0xEE) BLOCKED
VENDOR_SPECIFIC_CDB (0OxEF) BLOCKED
VENDOR_SPECIFIC_CDB (0xF0) BLOCKED
VENDOR_SPECIFIC_CDB (0xF1) BLOCKED
VENDOR_SPECIFIC_CDB (0xF2) BLOCKED
VENDOR_SPECIFIC_CDB (0xF3) BLOCKED
VENDOR_SPECIFIC_CDB (0xF4) BLOCKED
VENDOR_SPECIFIC_CDB (0xF5) BLOCKED
VENDOR_SPECIFIC_CDB (0xF6) BLOCKED
VENDOR_SPECIFIC_CDB (0xF7) BLOCKED
VENDOR_SPECIFIC_CDB (0xF8) BLOCKED
VENDOR_SPECIFIC_CDB (0xF9) BLOCKED
VENDOR_SPECIFIC_CDB (0xFA) BLOCKED
VENDOR_SPECIFIC_CDB (0xFB) BLOCKED
VENDOR_SPECIFIC_CDB (0xFC) BLOCKED
VENDOR_SPECIFIC_CDB (0xFD) BLOCKED
VENDOR_SPECIFIC_CDB (0xFE) BLOCKED
VENDOR_SPECIFIC_CDB (0xFF) BLOCKED
IRP_MJ_SHUTDOWN (0x10) ALLOWED
IRP_MJ_LOCK_CONTROL (0x11) ALLOWED
IRP_MJ_CLEANUP (0x12) ALLOWED
IRP_MJ_CREATE_MAILSLOT (0x13) ALLOWED
IRP_MJ_QUERY_SECURITY (0x14) ALLOWED
IRP_MJ_SET_SECURITY (0x15) BLOCKED
IRP_MJ_POWER (0x16) ALLOWED
IRP_MJ_SYSTEM_CONTROL (0x17) ALLOWED
IRP_MJ_DEVICE_CHANGE (0x18) ALLOWED
IRP_MJ_QUERY_QUOTA (0x19) ALLOWED
IRP_MJ_SET_QUOTA (0x1A) BLOCKED
IRP_MJ_PNP (0x1B) ALLOWED
*kkkkkkkkkkkkkhkhkkk TEST RESU LTS SU MMARY *kkkkkkkkk *kkkkkk
Test Category Allowed Blocked Total
Read IRP'sS ........cec.. 4 0 4
Write IRP's ............... 0 8 8
Other IRP's ................ 15 0 15
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Read CDB's ................ 27 0 27
Write CDB's ................ 0 34 34
Other CDB's ................ 61 1 62
Vendor SPecific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53
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[1] National Institute of Standards)ST Software Write Blocker Test Suite V1.2;
http://www.cftt.nist.gov/ACES-test-support.zip

[2] ForensicSoft INcCSAFE Block Win7 V1, 0ttp://www.forensicsoft.com

[3] National Institute of Standard&CES Software Write Block Tool Test Report: Wradekér Windows 7
Version 6.10.0Jan 2008; http://www.nist.gov/cgi-
bin/exit_nist.cgi?url=http://www.ojp.usdoj.gov/mjibs-sum/220222.htm

[4] AccessData Ind:-TK Imager2.9.0http://www.accessdata.com

[5] busTRACE Filter Driver Load Order v1.0.009
http://www.bustrace.com/products/devfilter.nhtm

[6] Microsoft Inc, WDK and Developer Togls
http://www.microsoft.com/whdc/Devtools/wdk/defaaispx

[7]Guidance Software In&ncase® Forensic v6
http://www.guidancesoftware.com
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